CONTRATO NOQ. 18/CA/015/INVIDF

CONTRATO DE “ADQUISICION DE EQUIPO DE COMPUTO Y TECNOLOGIAS DE LA INFORMAGCION PARA EL
INSTITUTO DE VIVIENDA DEL DISTRITO FEDERAL”, QUE CELEBRAN POR UNA PARTE EL INSTITUTO DE VIVIENDA
DEL DISTRITO FEDERAL, A QUIEN EN LO SUCESIVO SE LE DENOMINARA “EL INSTITUTO” REPRESENTADO POR EL
LIC. MANUEL AGUILERA VITAL, EN SU CARACTER DE DIRECTOR DE ASUNTOS JURIDICOS, ASISTIDO POR EL L.A.
ELIAS DE JESUS MARZUCA SANCHEZ, COORDINADOR DE PLANEACION, INFORMACION Y EVALUACION; Y POR
OTRA PARTE LA EMPRESA “INTEGRADORA EN INFRAESTRUCTURA TECNOLOGICA IITESA, S.A. DE C.V.”
REPRESENTADA POR EL ING. MIGUEL ANGEL FUENTES OLIVARES, A QUIEN EN LO SUCESIVO SE LE
DENOMINARA “EL PROVEEDOR DEL BIEN”; DE CONFORMIDAD CON LAS SIGUIENTES DECLARACIONES Y

CLAUSULAS:
DECLARACIONES

| “EL INSTITUTO” A TRAVES DE SU REPRESENTANTE.

1 QUE ES UN ORGANISMO DESCENTRALIZADC DE LA ADMINISTRACION PUBLICA DEL DISTRITO FEDERAL, CON
PERSONALIDAD JURIDICA ¥ PATRIMONIO PROPIO; CREADO POR EL C. JEFE DE GOBIERNO DEL DISTRITO
FEDERAL, MEDIANTE DECRETO DE FECHA DIECIOCHQ DE AGOSTO DE MIL NOVECIENTOS NOVENTA Y QCHO,
PUBLICADO EN LA GACETA OFICIAL DEL DISTRITO FEDERAL, EL VEINTINUEVE DE SEPTIEMBRE DEL MISMO
ANO Y DE ACUERDQ CON LO ESTABLECIDO EN LOS ARTICULOS 40, 46 Y 48 DE LA LEY ORGANICA DE LA
ADMINISTRACION PUBLICA DEL DISTRITC FEDERAL; ASi COMO DE CONFORMIDAD CON LOS ARTICULOS 1°, 2°
Y 3° DE SU DECRETO DE CREACION, VIGENTE EL DIECISEIS DE OCTUBRE DEL ANO MIL NOVECIENTOS
NOVENTA Y OCHO, QUE TIENE POR OBJETO DISENAR, ELABORAR, PROPONER, PROMOVER, COORDINAR,
EJECUTAR Y EVALUAR LAS POLITICAS Y PROGRAMAS DE VIVIENDA ENFOCADOS PRINCIPALMENTE A LA
ATENCION DE LA POBLACION DE ESCASOS RECURSOS ECONOMICOS DEL DISTRITO FEDERAL, EN EL MARCO
GENERAL DE DESARROLLO DEL DISTRITO FEDERAL VIGENTE Y DE LOS PROGRAMAS QUE SE DERIVEN DE EL.

.2 QUE A TRAVES DEL OFICIO SIN NUMERC DE FECHA DE 21 DE JULIO DEL ANO 2018, EL C. JOSE RAMON
AMIEVA GALVEZ EN SU CARACTER DE JEFE DE GOBIERNO DE LA CIUDAD DE MEXICO, CON FUNDAMENTO EN
LOS ARTICULOS UNICO Y PRIMERO, SEGUNDOQ Y DECIMG CUARTO TRANSITORIOS DEL DECRETO POR EL QUE
SE DECLARAN REFORMADAS Y DEROGADAS DIVERSAS DISPOSICIONES DE LA CONSTITUCION POLITICA DE
LOS ESTADOS UNIDOS MEXICANOS, EN MATERIA DE LA REFORMA POLITICIA DE LA CIUDAD DE MEXICO,
PUBLICADO EN EL DIARIO OFICIAL DE LA FEDERACION EL 29 DE ENERO DE 2016; 122 APARTADO A, FRACCION
Il DE LA CONSTITUCION POLITICA DE LOS ESTADOS UNIDOS MEXICANOS: 8, FRACCION Ii, 87, FRACCION V, 87
Y 98 DEL ESTATUTO DE GOBIERNO DEL DISTRITO FEDERAL: 2°, ULTIMQ PARRAFOQ, 3. FRACCION IX Y 5 DE LA
LEY ORGANICA DE LA ADMINISTRACION PUBLICA DE LA CIUDAD DE MEXICO: Y ARTICULO NOVENO DEL
DECRET(C QUE CREA EL INSTITUTC DE VIVIENDA DEL DISTRITO FEDERAL; CON ESTA FECHA TUVO A BIEN
NOMBRAR COMO DIRECTCRA GENERAL DEL INSTITUTO DE VIVIENDA DEL DISTRITO FEDERAL A LA LIC. ITZEL

ARIZABALO PRIEGO.

.3 QUE SU H. CONSEJO DIRECTIVO DEL INSTITUTO DE VIVIENDA DEL DISTRITO FEDERAL, MEDIANTE ACUERDO
INVI110EXT3233 TOMADO EN SU CENTESIMO DECIMO SESION EXTRAORDINARIA, CELEBRADA EL DiA 10 DE
AGOSTO DE 2018, CON FUNDAMENTO EN EL ARTICULO NOVENO DEL DECRETO QUE CREA EL INSTITUTO DE
VIVIENDA DEL DISTRITO FEDERAL, PUBLICADO EN LA GACETA OFICIAL DEL DISTRITO FEDERAL DE FECHA 29
DE SEPTIEMBRE DE 1998, TOMA CONOCIMIENTC DEL NOMBRAMIENTC DE LA LIC, ITZEL ARIZABALO PRIEGO
COMO DIRECTORA GENERAL DEL INSTITUTO DE VIVIENDA DEL DISTRITO FEDERAL A PARTIR DEL VEINTIUNO

DE JULIO DE DOS MIL DIECIOCHO.

.4 QUE SU H. CONSEJO DIRECTIVO DEL INSTITUTO DE VIVIENDA DEL DISTRITO FEDERAL, MEDIANTE ACUERDQ
INVI7Z30RD2881 TOMADO EN SU SEPTUAGESIMA TERCERA SESION ORDINARIA, CELEBRADA EL DiA
VEINTICUATRO DE FEBRERQ DE DOS MIL DIECISIETE, AUTORIZO LOS NOMBRAMIENTOS DE LOS SERVIDORES
PUBLICOS CC. LIC. FERNANDO JAVIER LINARES SALVATIERRA COMO DIRECTOR EJECUTIVO DE ASUNTOS
JURIDICOS E INMOBILIARIOS, Y LIC. MANUEL AGUILERA VITAL COMO DIRECTOR DE ASUNTOS JURIDICOS.

1.5.- GUE SU H. CONSEJO DIRECTIVO, MEDIANTE ACUERDQ INVI110EXT3235A TOMADO EN SU CENTESIMO DECIMO
SESION EXTRAORDINARIA, CELEBRADA EL DIA DIEZ DE AGOSTO DE DOS MIL DIECIOCHO, AUTORIZO AL
DIRECTOR GENERAL DEL ORGANISMO, EN REPRESENTACION DEL INSTITUTQ DE VIVIENDA DEL DISTRITO
FEDERAL, OTORGUE PODER GENERAL FARA PLEITOS Y COBRANZAS Y ACTOS DE ADMINISTRACION A FAVOR
DE LOS CC. LIC. FERNANDO JAVIER LINARES SALVATIERRA EN SU CARACTER DE DIRECTOR EJECUTIVO D
ASUNTOS JURIDICOS E INMOBILIARIOS Y AL LIC. MANUEL AGUILERA VITAL EN SU CARACTER DE DIRECTO
DE ASUNTOS JURIDICOS. POR LO QUE LA LIC. ITZEL ARIZABALO PRIEGO, DIRECTORA GENERAL DEL
ORGANISMO, MEDIANTE ESCRITURA PUBLICA NUMERO CUATRO MIL SETECIENTOS CUARENTA Y CINCO, DE
FECHA DIECISIETE DE AGOSTO DE DOS MIL DIECIOCHQO, PASADA ANTE LA FE DEL LICENCIADQ JESUS
CASTRO FIGUEROA, NOTARIO PUBLICO NUMERO TREINTA Y GCHO DE LA CIUDAD DE MEXICO, EMITIDA CON

POYO EN EL ACUERDO ANTES PRECISADO CON ANTERIORIDAD Y EN TERMINOS DE LO DISPUESTO POR EL
RTICULO SEXTO, FRACCION XXI DEL DECRETOQ DE CREACION DEL INSTITUTO DE VIVIENDA DEL DISTRITO
EDERAL, PUBLICADO EN LA GACETA OFICIAL DEL DISTRITO FEDERAL, EL VEINTINUEVE DE SEPTIEMBRE DE
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MIL NOVECIENTOS NOVENTA Y OCHO, LE CONFIRIO FACULTADES AL DIRECTOR DE ASUNTOS JURIDICOS EL
LICENCIADO MANUEL AGUILERA VITAL, SUFICIENTES PARA FORMALIZAR EL PRESENTE INSTRUMENTQ.

1.6 QUE SE REQUIERE DE LA ADQUISICION DE EQUIPO DE COMPUTO Y TECNOLOGIAS DE LA INFORMACION PARA
EL INSTITUTO DE VIVIENDA DEL DISTRITO FEDERAL, CONFORME A LO SOLICITADO POR LA COORDINACION
DE PLANEACION, INFORMACION Y EVALUACION EN “EL INSTITUTO", MEDIANTE OFICIOS NUMERO
DG/CPIE/00513/2018 DE FECHA 19 DE JULIO DE 2018 Y DG/CPIE/00735/2018 DE FECHA 15 DE OCTUBRE DE 2018.

.7 QUE DE CONFORMIDAD CON LOS ARTICULOS 134 DE LA CONSTITUCION POLITICA DE LOS ESTADOS UNIDOS
MEXICANOS, 27 INCISO C), 28, 52 Y 54 FRACCION Il BIS DE LA LEY DE ADQUISICIONES PARA EL DISTRITO
FEDERAL, SE REALIZO LA ADJUDICACION.

1.8 QUE EN TERMINOS DEL ARTICULO 28 DE LA LEY DE ADQUISICIONES PARA EL DISTRITO FEDERAL, ESTE
ORGANISMO CUENTA CON LA SUFICIENCIA PRESUPUESTAL OTORGADA MEDIANTE OFICIOS NUMERO
DEAF/DF/003351/2018 DE FECHA 27 DE JUNIO DE 2018 Y OM/DGRMSG/2837/2018, PARA CUBRIR EL PAGC DE
RECURSOS DERIVADO DE LOS COMPROMISOS QUE EN ESTE INSTRUMENTO SE ESTABLECEN, CON CARGO A
LA PARTIDA PRESUPUESTAL 5151 "EQUIPO DE COMPUTO Y DE TECNOLOGIAS DE LA INFORMACION”.

1.9 QUE CON FUNDAMENTO EN EL ARTICULO 29, FRACCION V DEL DECRETO DE PRESUPUESTO DE EGRESOS DE
LA CIUDAD DE MEXICO PARA EL EJERCICIO FISCAL 2018, EN RELACION CON EL NUMERAL 7, INCISO A) DEL
PROCEDIMIENTO PARA LA AUTORIZACION DE ADQUISICION DE BIENES RESTRINGIDOS Y SU CLASIFICADOR
VIGENTE, SE CUENTA CON LA OPINION FAVORABLE DE LA DIRECCION GENERAL DE RECURSOS MATERIALES
Y SERVICIOS GENERALES DE LA OFICIALIA MAYOR DE LA CIUDAD DE MEXICO, MEDIANTE OFICIO NUMERO
OM/DGRMSG/3584/2018 DE FECHA 15 DE NOVIEMBRE DE 2018.

110 QUE PARA LOS EFECTOS LEGALES A QUE TENGA LUGAR ESTE CONTRATO SE SENALA COMQ DOMICILIO EL
UBICADO EN CANELA NUMERO 660, COLONIA GRANJAS MEXICO, DELEGACION IZTACALCO, CODIGO POSTAL
08400, CIUDAD DE MEXICO.

Il.- DECLARA “EL PROVEEDOR DEL BIEN", A TRAVES DE SU REPRESENTANTE LEGAL:

1 QUE ES UNA SOCIEDAD ANONIMA DE CAPITAL VARIABLE, CONSTITUIDA CONFORME A LAS LEYES
MEXICANAS, COMO LO ACREDITA LA ESCRITURA PUBLICA NO.

I S ASADA ANTE LA FE DEL C. ALFREDO AYALA HERRERA,
NOTARIA NUMERO DOSCIENTOS TREINTA Y SIETE DEL DISTRITC FEDERAL.

.2 QUE SU REPRESENTANTE LEGAL, EL ING. MIGUEL ANGEL FUENTES OLIVARES, CUENTA CON PODER
GENERAL PARA PLEITOS Y COBRANZAS, ASI COMO PODER GENERAL PARA ACTOS DE ADMINISTRACION, EN
.

TERMINOS DE LA ESCRITURA PUBLICA NO. ]
, PASADA ANTE LA FE DEL C. ALFREDO AYALA HERRERA, NOCTARIA NUMERO

DOSCIENTOS TREINTA Y SIETE DEL DISTRITO FEDERAL, MANIFESTANDO BAJO PROTESTA DE DECIR VERDAD,
QUE DICHO PODER NO LE HA SIDO LIMITADO, MODIFICADO, O REVOCADO EN FORMA ALGUNA.

.3 QUE TIENE COMO ACTIVIDAD COTIDIANA OTORGAR SERVICIOS EN INFRAESTRUCTURA RELACIONADOS CON
LA TECNOLOGIA DE LA INFORMATICA ASI COMO CUALQUIER SERVICIO RELACIONADO A ESTOS.

4 QUE OTORGA SU CONSENTIMIENTO INEQUIVOCO Y EXPRESO DE LA NO PUBLICACION DE SUS DATOS
PERSONALES DE CONFORMIDAD A LOS ARTICULOS 9, 10, 12 Y 16 DE LA LEY DE PROTECCION DE DATOS
PERSONALES EN POSESION DE SUJETOS OBLIGADOS DE LA CIUDAD DE MEXICO, ENTENDIENDOSE POR
DATOS PERSONALES LO ESTABLECIDO EN EL ARTICULO 3 DE LAS MISMA LEY.

I.5 QUE SU REGISTRO FEDERAL DE CONTRIBUYENTES EXPEDIDO POR LA SECRETARIA DE HACIENDA Y CREDITO
PUBLICC ES IITO50322DWA.

1.6 MANIFIESTE BAJO PROTESTA DE DECIR VERDAD, QUE CONOCE Y QUE NI EL, NI SUS SOCIOS O DIRECTIVOS,
NI SUS CONYUGES DE TODOS ELLOS TIENEN LAZOS DE CONSANGUINIDAD NI DE AFINIDAD HASTA EL
CUARTO GRADO, NI RELACIONES DE CARACTER COMERCIAL CON PERSONA ALGUNA QUE LABORE EN LA
ADMINISTRACION PUBLICA DE LA CIUDAD DE MEXICO, ASI COMO EL CONTENIDO Y ALCANCE DE LOS
ARTICULOS 33 FRACCION XXII ¥ 39 DE LA LEY DE ADQUISICIONES PARA EL DISTRITO FEDERAL.

1.7 \QUE CUENTA CON LA CAPACIDAD LEGAL, TECNICA Y ECONOMICA, ASI COMO LA ORGANIZACION PA
ELEBRAR EL PRESENTE COTNRATO DUPLICADO.
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.8 PARA EFECTOS DE LO SERALADO EN EL ARTICULO 56 INCISC C) DEL CODIGO FISCAL DEL DISTRITO FEDERAL
Y 51 ULTIMO PARRAFO DE LA LEY DE PRESUPUESTO Y GASTO EFICIENTE DEL DISTRITO FEDERAL, “EL
PROVEEDOR DEL BIEN” MANIFIESTA BAJO PROTESTA DE DECIR VERDAD QUE ESTA AL CORRIENTE EN EL
PAGO DE SUS IMPUESTOS, DERECHOS, APROVECHAMIENTOS Y PRODUCTOS REFERIDOS EN EL CODIGO
FISCAL DEL DISTRITO FEDERAL.

I8 QUE SU DOMICILIO LEGAL SE ENCUENTRA UBICADO EN AVENIDA BORDO 34 A, COL. SANTA URSULA COAPA
DEL. COYQACAN C.P. 04850, CIUDAD DE MEXICC, EN EL CUAL REALIZA NORMALMENTE LAS ACTIVIDADES QUE
SON MATERIA DE ESTE INSTRUMENTO, MISMO QUE SENALA PARA TODOS LOS FINES LEGALES DE ESTE
CONTRATO.

110 QUE CUENTA CON CONSTANCIA AL REGISTRO DE PADRON DE PROVEEDORES DE LA ADMINISTRACION
PUBLICA DE LA CIUDAD DE MEXICO, OTORGADA EL DiA TRECE DE NOVIEMBRE DE DOS MIL DIECIOCHO Y CON
UNA VIGENCIA HASTA EL TRECE DE NOVIEMBRE DE DOS MIL DIECINUEVE, MEDIANTE FOLIO
0JN4Z415Z6H18L2-FUASCS4YU002X26.

.- DECLARAN AMBAS PARTES:

.1 QUE EL PRESENTE CONTRATO SE REGULA POR LA LEY DE ADQUISICIONES PARA EL DISTRITO FEDERAL,
SU REGLAMENTO Y DEMAS DISPOSICIONES APLICABLES.

.2 QUE EN ESTE ACTO SE RECONOCEN MUTUAMENTE LA PERSONALIDAD CON QUE SE OSTENTAN Y LA
CAPACIDAD LEGAL PARA CELEBRAR EL PRESENTE CONTRATO.

.3 QUE MANIFIESTAN BAJO PROTESTA DE DECIR VERDAD QUE EN ESTE CONTRATO NO EXISTE DOLO,
LESION NI MALA FE Y QUE LO CELEBRAN DE ACUERDO CON SU LIBRE VOLUNTAD.

.4 PARA EFECTOS DE LO ESTABLECIDO EN LOS “LINEAMIENTOS PARA LA PRESENTACION DE DECLARACION
DE INTERESES Y MANIFESTACION DE NO CONFLICTO DE INTERESES A CARGO DE LAS PERSONAS
SERVIDORAS PUBLICAS DE LA ADMINISTRACION PUBLICA DEL DISTRITO FEDERAL Y HOMOLOGOS QUE SE
SENALAN" MANIFIESTAN QUE DERIVADO DEL PRESENTE ACTO JURIDICO NO SE CONFIGURA CONFLICTO
DE INTERESES ALGUNO.

EXPRESANDO LO ANTERIOR, LAS PARTES SE OBLIGAN AL TENOR DE LAS SIGUIENTES.

CLAUSULAS

PRIMERA.- OBJETO DEL CONTRATO.- “EL INSTITUTO” ENCOMIENDA A “EL PROVEEDOR DEL BIEN”, Y ESTE
ACEPTA Y SE OBLIGA A ENTREGAR UN SWITCH CORE DE 48 PUERTOS, MISMO QUE HA QUEDADO DEBIDAMENTE
ESPECIFICADO EN CUANTO A SU TEMA, DURACION, EN EL ANEXQO TECNICO Y EN LA PROPUESTA DE “EL
PROVEEDOR DEL BIEN" PRESENTADA DE FECHA 12 DE NOVIEMBRE DE 2018, LOS CUALES FIRMADOS POR AMBAS
PARTES FORMA PARTE INTEGRAL DEL PRESENTE CONTRATO.

SEGUNDA.- MONTO DEL CONTRATO.- LAS PARTES CONVIENEN QUE “EL INSTITUTO” PAGARA A “EL PROVEEDOR
DEL BIEN” COMO PAGO DEL BIEN OBJETO DEL PRESENTE CONTRATO, LA CANTIDAD DE $789,644.83
(SETECIENTOS OCHENTA Y NUEVE MIL SEISCIENTOS CUARENTA Y CUATRO PESOS 83/100 M.N.) MAS EL
IMPUESTO AL VALOR AGRAGADO DE $126,343.17 (CIENTO VEINTISEIS MIL TRESCIENTOS CUARENTA Y TRES
PESOS 17/100 M.N.); DANDO UN TOTAL DE $915,988.00 {NOVECIENTOS QUINCE MIL NOVECIENTOS OCHENTA Y
OCHO PESOS 00/100 M.N.) INCLUYENDC EL IMPUESTO AL VALOR AGREGADO.

LAS PARTES CONVIENEN QUE EL PRECIO EN ESTE CONTRATO, CUBRE EL COSTO DE TODOS LOS GASTOS QUE SE
REQUIERAN PARA LA ENTREGA DEL BIEN CONTRATADOQ.

LAS PARTES CONVIENEN QUE EL IMPORTE PRECISADO EN ESTA CLAUSULA SERA FIJO Y NO SE RECONOCERAN
INCREMENTOS AL MISMO, DURANTE LA VIGENCIA DEL PRESENTE CONTRATO. ((

LAS PARTES CONVIENEN EN QUE NO SE OTORGARA ANTICIPO, PARA LA ENTREGA DEL BIEN QUE SE LE
NCOMIENDAN A “EL PROVEEDOR DEL BIEN”™.

N CASO DE QUE LO SOLICITE “EL INSTITUTO”, “EL PROVEEDOR DEL BIEN” PODRA OTORGAR INCREMENTO E
CANTIDAD DEL BIEN SOLICITADO MEDIANTE MODIFICACIONES AL CONTRATO VIGENTE, SIEMPRE Y CUANDO E
ONTO TOTAL DE LAS MODIFICACIONES NO REBASEN EN SU CONJUNTO EL 25% (VEINTICINCO POR CIENTO) DE

TAL DEL CONTRATO QUE SE ENCUENTREN EN EL MISMO EJERCICIO PRESUPUESTAL Y QUE EL PRECIO
DEMAS CONDICIONES DEL BIEN SEA IGUAL AL INICIALMENTE PACTADO, DEBIENDOSE AJUSTAR LAS GARANTIA
DE CUMPLIMIENTO DE CONTRATC, EN SU CASO.
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TERCERA.- FORMA DE PAGO.- LAS PARTES CONVIENEN EN QUE EL IMPORTE ESTIPULADO EN LA CLAUSULA QUE
ANTECEDE, SERA LIQUIDADO A “EL PROVEEDOR DEL BIEN", DE ACUERDO A LOS ENTREGABLES ESTABLECIDOS
EN EL ANEXQ TECNICO QUE SE ADJUNTA AL PRESENTE. Y QUE FIRMADC POR AMBAS PARTES FORMA PARTE DEL
PRESENTE CONTRATO. EL PAGO SE REALIZARA DENTRO DE LOS 20 DIAS NATURALES POSTERIORES A LA FECHA
DE ACEPTACION DE LA FACTURA QUE AMPARE EL PAGO DEL BIEN, LA CUAL DEBERA EXPEDIRSE A NOMBRE DEL
INSTITUTO DE VIVIENDA DEL DISTRITO FEDERAL, ESTAR DEBIDAMENTE REQUISITADA Y CUMPLA CON LOS
REQUISITOS FISCALES QUE MARCA LA LEY, A PLENA SATISFACCION DE “EL INSTITUTO", LA CUAL DEBE SER
VALIDADA POR LA COORDINACION DE PLANEACION, INFORMACION Y EVALUACION. EL PAGO SE REALIZARAN DE
LA SIGUIENTE FORMA:

SE PAGARA UN 80% DEL MONTO TOTAL PRESENTADO EN SU OFERTA ECONOMICA, UNA VEZ QUE EL EQUIPO SEA
VALIDADO Y OBTENGA EL VISTO BUENO DEL PERSONAL DE INFORMATICA Y SEA INGRESADO EN EL ALMACEN
CENTRAL DEL INSTITUTO.

SE PAGARA UN 20% UNA VEZ QUE EL EQUIPO SE HAYA PREPARADO, INSTALADQ, CONFIGURADO Y PUESTA A
PUNTO EN LA INFRAESTRUCTURA DE RED DEL INSTITUTO EN COORDINACION CON EL PERSONAL DE LA JUD DE
INFORMATICA, DE ACUERDO A LQO ESTABLECIDO EN LA ESPECIFICACION NUMERO 24 DE LOS REQUERIMIENTOS
TECNICOS, DEL ANEXO TECNICO UNO.

AMBAS PARTES CONVIENEN QUE EN CASO DE EXISTIR PAGOS EN EXCESO A "EL PROVEEDOR DEL BIEN", ESTE
QUEDA OBLIGADO A REINTEGRAR LOS REMANENTES A “EL INSTITUTO” MAS LOS INTERESES
CORRESPONDIENTES DE CONFORMIDAD A LO ESTABLECIDO EN LOS PARRAFOS SEGUNDO Y TERCERO DEL
ARTICULO 64 DE LA LEY DE ADQUISICIONES PARA EL DISTRITO FEDERAL.

LAS PARTES CONVIENEN QUE EL PAGO SERA A TRAVES DE DEPOSITO INTERBANCARIO EN CUENTA DE CHEQUES
A NOMBRE DE “EL PROVEEDOR DEL BIEN".

CUARTA.- VIGENCIA DEL CONTRATO.- LA VIGENCIA SERA A PARTIR DEL 16 DE NOVIEMBRE Y HASTA EL 31 DE
DICIEMBRE DE 2018, CONFORME A LAS NECESIDADES QUE DETERMINE “EL INSTITUTO”, LO CUAL SE ENCUENTRA
ESTABLECIDO EN EL ANEXO TECNICO.

QUINTA.- OBLIGACIONES.- "EL PROVEEDOR DEL BIEN" SE OBLIGA A:

“EL PROVEEDOR DEL BIEN”, REALIZARA LA ENTREGA DEL BIEN OBJETO DE ESTE CONTRATO A TRAVES DE
EQUIPO PROFESIONAL QUE GARANTICE LA CALIDAD DEL MISMO; “EL PROVEEDCR DEL BIEN”, SE COMPROMETE
A ENTREGAR EFICIENTEMENTE DICHO BIEN COMO SE ESTABLECE EN EL ANEXO TECNICO, QUE FIRMADO POR
AMBAS PARTES FORMA PARTE DEL PRESENTE CONTRATO.

SEXTA.- RESPONSABILIDAD LABORAL.- “EL PROVEEDOR DEL BIEN" SERA EL UNICO RESPONSABLE DE LAS
OBLIGACIONES DERIVADAS DE LAS DISPOSICIONES LEGALES EN MATERIA DE TRABAJO, SEGURIDAD SOCIAL Y
DEMAS ORDENAMIENTOS APLICABLES, QUE SE GENEREN CON RESPECTO DEL PERSONAL QUE FORMA PARTE DE
“EL PROVEEDOR DEL BIEN” Y DEL QUE PUDIERA CONTRATAR CON OBJETO DE DAR CUMPLIMIENTO AL
PRESENTE CONTRATO, POR LO QUE ESTE DESLINDA A “EL INSTITUTQO” DE TODA RESPONSABILIDAD LABORAL,
CIVIL, PENAL O DE CUALQUIER OTRA INDOLE, POR LO QUE LA RELACION DE SUPRA O SUBORDINACION DE DICHO
PERSONAL, SOLO SURTIRA EFECTOS CON RESPECTO A “EL PROVEEDOR DEL BIEN”, POR LO QUE EN NINGUN
CASO PODRA CONSIDERASE A “EL INSTITUTO” COMO PATRON SOLIDARIO O SUSTITUTO.

“EL PROVEEDOR DEL BIEN” SE OBLIGA A RESPONDER POR CUALQUIER RECLAMACION QUE PUDIERA
EFECTUARSELE DERIVADO DEL USQ INDEBIDO DE PATENTES O VIOLACIONES A DERECHOS DE AUTCR, DURANTE
O CON MOTIVO DEL BIEN CBJETO DE ESTE CONTRATO, LIBERANDO A “EL INSTITUTO” DE CUALQUIER
RESPONSABILIDAD SOLIDARIA O SUBSIDIARIA POR ESTOS CONCEPTOS.

SEPTIMA.- GARANTIA DE CUMPLIMIENTO.- “EL PROVEEDOR" EN LA FECHA EN QUE SE SUSCRIBE EL PRESENTE
INSTRUMENTO, SE OBLIGA A CONSTITUIR CHEQUE DE CAJA, CHEQUE CERTIFICADO O POLIZA DE FIANZA EN
MONEDA NACIONAL, EXPEDIDA POR INSTITUCION MEXICANA LEGALMENTE AUTORIZADA PARA TAL EFECTO, A
FAVOR DEL INSTITUTO DE VIVIENDA DEL DISTRITO FEDERAL, CON UNA VIGENCIA DESDE SU EXPEDICION Y HASTA
80 DIAS DESPUES DE LA ENTREGA DE LOS BIENES OBJETO DEL PRESENTE CONTRATO, COMO GARANTIA DE
CALIDAD DE LOS MISMOS, POR EL 15% DEL MONTO DEL CONTRATC (SIN INCLUIR EL LV.A), A FIN DE GARANTIZA
EL CUMPLIMIENTO DE TODAS Y CADA UNA DE LAS OBLIGACIONES CONTRAIDAS EN EL PRESENTE INSTRUMENTO,
DE CONFORMIDAD CON LO DISPUESTO POR LOS ARTICULOS 73 FRACCION HI Y 75 BIS DE LA LEY DE
ADQUISICIONES PARA EL DISTRITO FEDERAL.

A POLIZA DE FIANZA, A QUE SE HACE REFERENCIA DEBERA CONTENER LAS SIGUIENTES DELCARACIONES
XPRESAS:
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A) QUE LA FIANZA SE OTROGA EN TERMINOS DE ESTE INSTRUMENTO.

B) QUE EN CASO DE QUE SEA PRORROGADO EL PLAZO ESTIPULADO PARA LA TERMINACION DEL OBJETO A
QUE SE REFIERE LA FIANZA O EXISTA ESPERA, SU VIGENCIA QUEDARA AUTOMATICAMENTE
PRORROGADA EN CONCORDANCIA CON DICHA PRORROGA O ESPERA.

C) QUE LA FIANZA GARANTIZA EL CUMPLIMIENTO DE TODAS LAS OBLIGACIONES CONTRACTUALES.

D) QUE PARA SER CANCELADA LA FIANZA SERA REQUISITO INDISPENSABLE LA CONFORMIDAD POR
ESCRITO DEL INSTITUTO DE VIVIENDA DEL DISTRITO FEDERAL.

E) QUE LA INSTITUCION AFIANZADORA ACEPTA SOMETERSE EXPRESAMENTE LO PRECEPTUADO EN LOS
ARTICULOS 178 Y 282 DE LA LEY DE INSTITUCIONES DE SEGUROS Y DE FIANZAS EN VIGOR.

OCTAVA.- CESION DE DERECHOS.- “EL PROVEEDOR DEL BIEN” SE OBLIGA A NO CEDER TRASPASAR O
SUBCONTRATAR LOS DERECHOS Y OBLIGACIONES DERIVADOS DEL PRESENTE CONTRATO, Y EN CASO DE
HACERLO SERA CONSIDERADO CAUSA DE RESCISION.

NOVENA.- CONFIDENCIALIDAD.- “EL PROVEEDOR DEL BIEN” SE OBLIGA A NO PUBLICAR, DIFUNDIR, DIVULGAR,
PROPORCIONAR, CEDER O COMUNICAR, PCR NINGUN MEDIO DE COMUNICACION, YA SEA ELECTRONICO,
INFORMATICO, ESCRITO, COLECTIVO O INDIVIDUAL, A TERCERAS PERSONAS AJENAS A LA PRESENTE RELACION
CONTRACTUAL, AUN DESPUES DE CONCLUIDOS LOS EFECTOS DEL PRESENTE INSTRUMENTO JURIDICO, NINGUN
TIPO DE INFORMACION, DATOS ESTADISTICOS, RESULTADOS O PRODUCTOS, YA SEA EN FORMA PARCIAL O
TOTAL, DERIVADOS DE LOS TRABAJOS QUE DESARROLLE PARA “EL INSTITUTO”, MISMOS QUE SON PROPIEDAD
DE ESTE ULTIMQO.

EL INCUMPLIMIENTO A ESTA CLAUSULA DARA ORIGEN A LA APLICACION DE PENAS CONVENCIONALES, A LA
RESCISION DEL CONTRATOQ, Y POSTERIORMENTE, A HACER EFECTIVA LA GARANTIA DE CUMPLIMIENTO, EN
TERMINOS DE LA CLAUSULA SEPTIMA, SIN PERJUICIO DE LA RESPONSABILIDAD CIVIL O PENAL QUE PUDIERA
DERIVARSE, LA CUAL PODRA SER EJERCITADA POR “EL INSTITUTO” EN CUALQUIER MOMENTO, ANTE LAS
INSTANCIAS CORRESPONDIENTES.

DECIMA.- SUPERVISION.- “EL INSTITUTO"”, A TRAVES DE LA COORDINACION DE PLANEACION, INFORMACION Y
EVALUACION, COMO AREA SOLICITANTE DEL BIEN, MEDIANTE DEL PERSONAL QUE LABORA PARA “EL INSTITUTO”
O POR TERCEROS QUE PARA TAL EFECTO DESIGNE, TENDRA LA FACULTAD DE VERIFICAR Sl EL BIEN OBJETO DE
ESTE CONTRATO SE ENTREGA POR “EL PROVEEDOR DEL BIEN”, CONFORME A LOS TERMINOS CONVENIDOS E
INSTRUCCIONES RECIBIDAS, ATENDIENDO A LO ESTABLECIDO EN EL CONTRATO, DE NO SER AS|, “EL INSTITUTO”
PROCEDERA A APLICAR LAS PENAS CONVENCIONALES Y EN SU CASO, RESCINDIRA ADMINISTRATIVAMENTE EL
CONTRATO, O EXIGIRA A "EL PROVEEDOR DEL BIEN" SU CUMPLIMIENTO, EN AMBOS CASOS, "EL PROVEEDOR
DEL BIEN" SERA RESPONSABLE DE LOS DANOS Y PERJUICIOS QUE POR SU INCUMPLIMIENTO CAUSE A “EL
INSTITUTO”.

“EL INSTITUTO” O LAS PERSONAS QUE ESTE DESIGNE PODRA EN CUALQUIER MOMENTO, AUN POSTERIOR A LA
VIGENCIA DEL PRESENTE CONTRATO, SOLICITAR LA INFORMACION QUE CONSIDERE PRECISA PARA LA
SUPERVISION DEL BIEN, POR LO QUE "EL PROVEEDOR DEL BIEN" SE OBLIGA A DAR TODO TIPO DE FACILIDADES
A “EL INSTITUTO”, PARA QUE REALICE LA SUPERVISION DEL BIEN ADQUIRIDO Y EL CUMPLIMIENTO DE LAS
OBLIGACIONES.

DECIMA PRIMERA.- PENA CONVENCIONAL. LAS PARTES CONVIENEN EN ESTABLECER LAS PENAS
CONVENCIONALES SIGUIENTES:

CONS. SITUACION SUJETA A PENALIZACION PENA CONVENCIONAL

1 UNA VEZ CONCLUIDA LA VIGENCIA DEL|DOS (2%) POR CIENTO DEL VALOR TOTAL
CONTRATO, Y SI EXISTIERA UN ATRASO EN | DE LA PROPUESTA ECONGOMICA
LA ENTREGA DEL EQUIPO ADJUDICADO. INCLUYENDOC EL IVA, POR CADA DIA HABIL
TRANSCURRIDO.
2 UNA VEZ CONCLUIDA LA VIGENCIA DEL|CERO PUNTO CUATRO (0.4%) POR CIENTO
CONTRATO, Y SI EXISTIERA UN ATRASO EN|DEL VALCR TOTAL DE LA PROPUESTA
LA PREPARACION, INSTALACION, ECONCMICA INCLUYENDO EL IVA, POR
CONFIGURACION Y PUESTA A PUNTOQ EN LA | CADA DIA HABIL TRANSCURRIDO.
INFRAESTRUCTURA DE RED DEL
INSTITUTO.

DECIMA SEGUNDA.- DEFICIENCIAS.- "EL PROVEEDOR DEL BIEN" SE OBLIGA A RESPONDER POR SU CUENTA Y
IESGO DE LAS DEFICIENCIAS QUE LLEGARE A PRESENTAR EN LA ADQUISICION DEL BIEN, ASI COMO CUALQUIER
TRA RESPONSABILIDAD EN QUE INCURRA, EN TERMINOS DE LO DISPUESTO POR EL ARTICULO 70 DE LA LEY DE
DQUISICIONES PARA EL DISTRITO FEDERAL.
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DECIMA TERCERA.- RESCISION DE CONTRATO.- LA FALTA DE OBSERVANCIA E INCUMPLIMIENTO DEL CONTENIDO
DEL PRESENTE CONTRATO POR PARTE DE “EL PROVEEDOR DEL BIEN" FACULTA EXPRESAMENTE A “EL
INSTITUTO” PARA DARLO POR RESCINDIDO Y APLICAR LAS PENAS A QUE POR INCUMPLIMIENTO SE HAGA
ACREEDOR “EL PROVEEDOR DEL BIEN".

LAS PARTES ACEPTAN QUE S| “EL INSTITUTO”, CONSIDERA QUE “EL PROVEEDOR DEL BIEN” HA INCURRIDO EN
ALGUNA DE LAS CAUSAS DE RESCISION QUE SE_CONSIGNAN EN ESTE INSTRUMENTO JURIDICO, PODRA
DECRETAR LA RESCISION DEL MISMO QUE OPERARA DE PLENC DERECHOC Y SIN RESPONSABILIDAD PARA “EL

INSTITUTO".

“EL INSTITUTO”, RESCINDIRA EL CONTRATO POR CUALQUIERA DE LAS CAUSAS QUE A CONTINUACION SE
SENALAN:

1. 8! “EL PROVEEDOR DEL BIEN” NO CUMPLE CON EL BIEN ESTABLECIDO EN LA CLAUSULA PRIMERA, EL
ANEXO TECNICO Y EN LAS PROPUESTAS TECNICAS Y ECONOMICAS, Y CONFORME A LAS ESPECIFICACIONES
CONSIGNADAS EN ESTE CONTRATO EN CUANTO A LA CALIDAD Y CARACTERISTICAS REQUERIDAS DEL BIEN.

2. S| “EL PROVEEDOR DEL BIEN” NO CUMPLE CON LA ENTREGA DEL BIEN DENTRO DE LOS TERMINOS
SENALADOS EN LA CLAUSULA PRIMERA DEL PRESENTE CONTRATO, EL ANEXO TECNICO Y EN LAS
PROPUESTAS TECNICAS Y ECONCMICAS.

3. S| "EL PROVEEDOR DEL BIEN” ES DECLARADO EN CONCURSO MERCANTIL.

4. S| “EL PROVEEDCR DEL BIEN" SUBCONTRATA, CEDE O TRASPASA EN FORMA TOTAL LOS DERECHOS
DERIVADOS DEL PRESENTE CONTRATO.

5. S| “EL INSTITUTO” DESCUBRE QUE “EL PROVEEDOR DEL BIEN" SE CONDUCE CON FALSEDAD, DOLO O MALA
FE EN LAS DECLARACIONES HECHAS PARA LA CELEBRACION, FORMALIZACION Y DURANTE LA VIGENCIA DEL
PRESENTE CONTRATO.

6. EN GENERAL POR CUALQUIER OTRA CAUSA IMPUTABLE A “EL PROVEEDOR DEL BIEN” QUE LESIONE LCS
INTERESES DE “EL INSTITUTO”.

DECIMA CUARTA.- TERMINACION ANTICIPADA.- AMBAS PARTES CONVIENEN QUE LA TERMINACION ANTICIPADA
DEL PRESENTE CONTRATO, LA SUSPENSION TEMPORAL O DEFINITIVA DEL MISMO, QUE EN SU CASO SUCEDA, YA
SEA DE COMUN ACUERDO, POR ASI CONVENIR A LOS INTERESES DE “EL INSTITUTO” O PCR CASQO FORTUITC O
DE FUERZA MAYOR, SERA SIN RESPONSABILIDAD ALGUNA PARA “EL INSTITUTO”.

DECIMA QUINTA.- INTERPRETACION, CUMPLIMIENTQ Y EJECUCION.- PARA TODO LO RELACIONADO CON LA
INTERPRETACION, CUMPLIMIENTO Y EJECUCION DE LAS OBLIGACIONES DERIVADAS DEL PRESENTE CONTRATO,
AMBAS PARTES SE SOMETEN A LA JURISDICCION DE LOS TRIBUNALES COMPETENTES DE LA CIUDAD DE MEXICO,
RENUNCIANDO A CUALQUIER FUERO QUE POR RAZON DE SUS DOMICILIOS U OTRAS CIRCUNSTANCIAS PUDIERA
CORRESPCNDERLES EN EL FUTURO.

LAS PARTES MANIFIESTAN QUE ENTERADAS DEL CONTENIDO, EFECTOS Y FUERZA LEGAL DEL PRESENTE
CONTRATO, LO RUBRICAN Y FIRMAN EN DOS TANTOS DE CONFORMIDAD EN LA CIUDAD DE MEXICO EL DIA 15 DE

NOVIEMBRE DE DOS MIL DIECIOCHO:

POR “EL INSTITUTO”

LIC. MANUEL AGUILERA VITAL L.A. ELIAS DE J ARZUCA SANCHEZ
DIRECTOR DE ASUNTOS JURIDICOS COORDINADO LANEACION, INFORMACION
EVALUACION

NGEL FUENTES OLIVARES



CONTRATO NO. 18/CAJ/015/INVIDF

ANEXO TECNICO

CONTENIDO

1. Situacién actual

2. Objetivo

3. Alcance

4. Justificacion

5. Requerimientos técnicos

6. Beneficios esperados

7. Garantia y compromisos que debera cumplir el proveedor participante

8. Documentos que debera presentar el proveedor participante




CONTRATO NO. 18/CA/015/INVIDF

1. SITUACION ACTUAL

El Instituto de Vivienda de) Distrito Federal (INVI), es organismo descentralizado de la Administracion Pdblica de la
Ciudad de México, que tiene, entre otras atribuciones, 1a de contribuir con el Gobierno de la Ciudad de México en
la proyeccidn, disefio y ejecucion de su politica de vivienda.

En ese cometido, el INVI ha de disefiar, elaborar, proponer, promover, coordinar, ejecutar y evaluar las politicas y
programas de vivienda enfocados principalmente a la atencién de {a poblacidén de escasos recursos econémicos
de la Ciudad de México. Sin embargo, derivado de la operacién de los programas, se produce un gran volumen de
informacién sustantiva y administrativa, la cual es el principal insumo para documentar el ejercicio de los
recursos, misma que forma parte de un proceso de intercambio de informacién en el interior y exterior.

A finales del afio 2010, el inicio de operaciones en la sede actual, se configuré un equipo switch marca 3comm
4200G de 48 puertos, donde se conectaron 15 servidores y 7 servicios de los IDFs (por sus siglas en inglés
Intermediate Distribution Frame) que dan servicio a la red en el edificio principal, los requerimientos de acceso
eran suficientes para las aplicaciones que se ejecutaban. En el 2011 fue necesario complementar la tarea de
administrar y distribuir la carga de procesamiento de paquetes de red con un equipo de iguales caracteristicas
switch marca 3comm 4200G, ademds de un router cisco 2900 para el trabajo de las 12 VLANS, situacién que
mejord el acceso y distribucién de los pagquetes de red para fos servicios de voz, datos y video.

Para finales de 2016, la infraestructura de red esta compuesta por 25 servidores 7 servicios de los IDFs, y aunque
los servidores representan el 66% de incremento, el desarrollo de mas de 80 subsistemas que operan dentro del
Centro de Servicios de Informacidn — SINTEV generé un incremento significativo en los recursos de informacién
disponible y accesible a los empleados del instituto.

Uno de los sistemas que mas demanda el uso de recursos de la red y las bases de datos asociadas a él, es el
sistema integral de gestién de la correspondencia (SISCO) guien cuenta con mas de 400 usuarios en las oficinas
centrales, mismos que en algunas ocasiones, se encuentran imposibilitados de obtener la informacién que
necesitan por encontrar saturacion en los requerimientos de acceso a la red.

Los procesos de digitalizacion de expedientes, contratos, convenios, escrituras entre otros, llevados a cabo por el
instituto en los ejercicios anteriores, han abierto la posibilidad de consultar informacion a un clic de distancia a las
unidades administrativas, reduciendo el tiempo de respuesta interno y a los solicitantes, esto a su vez ha
requerido realizar inversiones en los servidores de almacenamiento y administracion de documentos digitales, sin
embargo, el acceso a éstos documentos ha provocado el incremento en el transito de datos en la red.




CONTRATO NO. 18/CAJ/015INVIDF
2. OBJETIVO

Adquirir el Switch Core de 48 puertos para el Instituto de Vivienda del Distrito Federal para gestionar de forma
eficiente la red de voz, datos y video instalada en el edificio principal, con los mecanismos adecuados de
seguridad y accesibilidad a los recursos de informacidén que se generan como parte del desempefio de ias
actividades administrativas y sustantivas en el ejercicio de los programas de vivienda.

3. ALCANCE

Contar con un equipo Swith Core de 48 puertos 10/100/1000, con fuente redundante, con capacidad de
conmutacion (Switching Capacity) de 472 Gbps, y Forwarding Rate de 130.95 Mpps, para soportar el trifico en la
red de voz y datos acorde con la “Infraestructura de Operacién”, seguridad, comunicaciones y plataforma del
Centro de Servicios de Informacién — SINTEV. Adicionalmente, el Switch Core deberd satisfacer las siguientes
necesidades:

1. Ofrecer alta disponibilidad de las operaciones en la infraestructura de voz y datos, con el apoyo de dos
fuentes de alimentacion instaiadas en el Swith Core.

2. Conectividad LAN, WLAN.,

3. Acceso a las aplicaciones internas y externas.

4, QOptimizacion de! rendimiento de las aplicaciones y recursos compartidos que dependen de la red de voz,
datos y video.

5. Capacidad para soportar la convergencia de VLANS.

6. Mantener los esquemas de redundancia y conectividad hacia pisos del edificio principal.

4. JUSTIFICACION

El creciente volumen de informacion, acceso a sistemas de informacidn, recursos compartidos, documentos
digitalizados, trae consigo una ventaja significativa en el desarrollo de las actividades sustantivas, y esto a su vez,
es directamente proporcicnal al incremento en el transito de datos a través de la red, lo que demanda sistemas
de administracién eficiente y con mecanismos que garanticen la accesibilidad de manera agil, evitando tiempos
de espera y pérdidas de conexidn por agotarse el tiempo de espera de una transaccion.

A fa fecha no habia sido necesario reemplazar los actuales equipos, sin embargo, su nivel de obsolescencia es
muy alto, pues fueron adquiridos hace casi 10 afios y han operado de manera ininterrumpida durante los dltimos
7 afios con sus debidos mantenimientos. Otro factor importante son las crecientes cargas de procesamiento de
datos en la red interna tipo LAN y Wireless en paquetes de voz, datos y video, que hace necesaria la adquisicién
de un equipo lo suficientemente robusto que garantice la continuidad de los servicios y agregue valor en temas
de seguridad interna y de proteccién perimetral contra amenazas informaticas como las intrusiones y la
propagacion de virus,

Este equipo también nos permitird administrar los actuales servicios de internet a los cuales acceden alrede

d¢ 450 empleados {un 75% dei personal en el edificio) en un canal dedicado de 20mb, permitiendo switchear a
uma velocidad mayor, las peticiones de internet y bloquear en cierta medida el contenido malicioso, haciendo
mlis eficiente y agil su acceso, para estar en posibilidad de brindar acceso al 100% de los empleados.




5. REQUERIMIENTOS TECNICOS
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Especificacion

Descripcidn

Puertos

48 puertos Ethernet 10/100/1000

Modulo

1 modulo para puertos Uplink.

Tarjeta o médulo de Red

1 de 4 interfaces SFP para 10 Gigabits Ethernet

Switching capacity

472 Gbps en los 48 puertos Multigigabit Ethernet

Administracion

Via CLI por hyperterminal, y web

v |slw|r =

Protocolos de Ruteo

IPv4 e IPv6, RIPv], RIPv2, RIPng, OSPF, BGPv4, OSPFv3, IS-ISv4, PBR, VRF,
PIM

Total switched virtual
interfaces (SVIs}

1,000

Forwarding Rate

130.95 Mpps

Estandares

IEEE 802.1as

IEEE 802.1s

IEEE 802.1w

IEEE 802.11

IEEE 802.1x

|IEEE 802.1x-Rev

tEEE 802.3ad

IEEE 802.3at

IEEE 802.3bz

IEEE 802.3x full duplex on 10BASE-T, 100BASE-TX, and 1000BASE-T ports
IEEE 802.1D Spanning Tree Protocol

|IEEE 802.1p CoS pricritization

IEEE 802.1Qat Stream Reservation Protocol
{EEE 802.1Qav

IEEE 802.1Q VLAN

IEEE 802.3 10BASE-T specification

IEEE 802.3u 100BASE-TX specification

IEEE 802.3ab 1000BASE-T specification
IEEE 802.3z 1000BASE-X specification

10

Servicios

4 GB DRAM

4,000 VLAN IDs

32,000 Direcciones MAC

1,000 Switch Virtual Interfaces (SVIs)

11

Seguridad

Dynamic ARP inspection (DA}

User authentication

The Unicast Reverse Path Forwarding (uRPF)

ACL (Access Control Lists)

Secure Shell (SSH)} Protocol, Kerberos, and Simple Network Management
Protocol Version 3 (SNMPv3)

TACACS+ and RADIUS authentication /

Bridge protocol data unit (BPDU)
Spanning Tree Root Guard {STRG})
Wireless and-to-end security offers CAPWAP-compliant DTLS encryption.

12

Garantia

Garantia limitada del hardware Lifetime, con 3 afios en todas sus partes
con tiempo de respuesta de 8X5 al siguiente dia habil, remplazo sin costo
alguno y 36 meses de soporte en TAC 8x5.

13

Contenido de la caja

Switch, cable para corriente, software del equipo y manuales

10
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Especificacion

Descripcion

14 Unidades de Rack Con todo lo necesario para su instalacion en rack
15 Dimensiones 4.45 cm. x 44.5 cm. x 45.0 cm.
(Alto x Ancho x
Profundidad)
16 Peso aproximado (Kg.} 7.7
17 Tiempo Medio de Vida 300,000 horas
entre Fallos (MTBF -
Mean Time Between
Failures) minima
13 Fuente de alimentacion Redundante de 350WAC
19 Temperatura de -5a45°C
operacién
20 Indicadores LED “AC OK": Input power to the power supply is OK
“PS OK”: Output power from the power supply is OK
21 Fuente de alimentacion 2 fuentes de poder 115-240VAC, 50-60 Hz, 350W AC
22 Conectividad 1 Cable Tipo 1 50CM Stacking Cable
1 Cable Stack Power Cable 30 cm.
1 Network Module Blank
23 Cumplimiento de UL 60950-1, CAN/CSA-C22.2 No. 60950-1, EN 60950-1, IEC 60950-1, CCC,
Normas. CE Marking
24 Instalacion El proveedor, deberd trabajar en conjunto con la Jefatura de Unidad

Departamental de Informética en la preparacién, instalacion,
configuracion y puesta a punto en la infraestructura de red del instituto, a
fin de garantizar un adecuado funcionamiento del equipo.

6. BENEEICIOS ESPERADOS

i
|
i
|

Ofrecer servicios de redundancia y alta disponibilidad para la conectividad de los 5 pisos del edificio

principal con un 1Gb de velocidad.
iImplementar la segmentacién de la red actual bajo el cumplimiento de mejores practicas de switching y

de seguridad informatica.

Mejora de la productividad, derivado de un mejor acceso y disponibilidad desde cualquier servidor,
laptop, computadora, tableta o teléfono inteligente conectado a la red de voz, datos y video del instituto,
asi como, reduccion en el tiempo para archivar, consuitar y compartir archivos electrénicos.

Mejorar el tiempo de respuesta en el acceso a las aplicaciones del Centro de Servicios de Informacion.
Interconectar la granja de servidores a una mayor velocidad en un solo equipo de switch de gran
capacidad de conmutacién que permita resolver los procesos distribuidos del Centro de Servicios de
Informacién, de una manera mas 3gil, reduciendo el tiempo de respuesta a los usuarios y sus

aplicaciones.

Hacer converger las unidades de almacenamiento y respaldo de informacién en un ecosistema
redundante para garantizar su integridad, seguridad y accesibilidad a todos los usuarios con privilegios

organizados de acuerdo a sus funciones.

11
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e Administrar a través de listas de acceso, la comunicacién hacia los servicios de internet de una forma
segura, maximizando el actual ancho de banda de los enlaces dedicados contratados por el instituto,

¢ Permitir el acceso a los recursos de red del Instituto de una manera segura a todos los dispositivos que asi
lo requieran derivados de las funciones presentes y futuras.

¢ Extender los servicios de voz a las mesas de trdmite del Programa de Mejoramiento de Vivienda mediante
la interconectividad de los sitios remotos a través de internet.

7. GARANTIA Y COMPROMISOS QUE DEBERA CUMPLIR EL PROVEEDOR PARTICIPANTE

« El Proveedor debera otorgar una garantia de 3 afios en todas sus partes, con remplazo de partes de

8X5 al siguiente dia habil, sin costo alguno para el Instituto.

El proveedor se comprometera a dar cumplimiento a la garantia establecida.

Los reportes de servicio se atenderan en las instalaciones del instituto.

E! tiempo de atencion serd, como maximo de dos horas en dias habiles.

El tiempo de reparacién sera de 24 horas maximo. Si excede de este lapso, el proveedor debera

entregar un equipo de respaldo equivalente mientras se soluciona el problema.

« Silareparacién excede de 30 dias naturaies, el proveedor entregara a cambio un equipo nuevo de las
mismas especificaciones técnicas que el dafado.

8. DOCUMENTOS QUE DEBERA PRESENTAR EL PROVEEDOR PARTICIPANTE

» Carta del Fabricante den donde se manifieste que e! licitante es un canal Certificado.

» Carta del Fabricante en donde se establezca que el canal o partner, se encuentra habilitado para la
integracion, instalacion, y configuracién de preductos y para la presentacion de soporte técnico de
productos en México.

« Carta del fabricante en la que manifieste la disponibilidad de repuestos de los productos de hardware
y software de al menos 5 afios.

¢ (Carta del fabricante en la gue se relacionen sus centros de servicio autorizados.

s Carta en la que se manifieste bajo protesta de decir verdad que cuentan con la infraestructura técnica,
de servicio y refacciones para el mantenimiento de los equipos objeto del proceso de adjudicacién, por
cuando menos 5 afios posteriores a la fecha de su recepcion formal por el area requirente.

» Los equipos suministrados, deberan contar con la ficha técnica, los manuales, instructivos, catélogos,
y/o folletos en idioma espafiol que sean necesarios para el conocimiento y 6ptimo uso,
aprovechamiento, operacion y funcionamiento de los mismos.

o Para el proceso de adjudicacién, se podran presentar folletos y/o informacion bajada de Internet
donde aparezcan las especificaciones ofertadas proporcionando la URL para verificacién. En caso de
gue alguna especificacion no aparezca en la documentacion impresa y electrénica se debera anexar
carta del fabricante, firmada bajo protesta de decir verdad, donde incluya la o las especificaciones
técnicas faltantes.

Solicitar el Certificado 1SO 9001-2008
Solicitar el Certificado de acreditacion de ISO/IIEC 17025:2006
Solicitar el certificado SO 14001:2004

9. VIGENCIA DE LA ADQUISICION DEL BIEN
A partir del siguiente dia habil del contrato y hasta el 31 de diciembre de 2018

10. FORMA DE PAGO

Se pagara un 80% del monto total presentado en su oferta econdmica, una vez que el equipo sea validado
fbtenga el visto bueno del personal de Informatica y sea ingresado en el almacén central del Instituto.

Ke pagara un 20% una vez que el equipo se haya preparado, instalado, configurado y puesta a punto en la
nfraestructura de red del Instituto en Coordinacién con el personal de la JUD de informatica, de acuerdo a lo
bstablecido en la especificacién nlimero 24 de los requerimientos técnicos, del Anexo Técnico Uno.

12




11. PENAS CONVENCIONALES
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Cons. | Situacidn sujeta a penalizacién Pena convencional
1 Una vez concluida la vigencia del contrato, | Dos (2%) por ciento del valor total de la
y si existiera un atraso en la entrega del|propuesta econdmica incluyendo el IVA,
equipo adjudicado. por cada dia habil transcurrido.
2 Una vez concluida la vigencia del contrato, | Cero punto cuatro (0.4%) por ciento del

y si existiera un atraso en la preparacion,
instalacion, configuracion y puesta a punto
en la infraestructura de red del instituto.

valor total de la propuesta econdmica
incluyendo el VA, por cada dia habil
transcurrido.
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CONTRATO NO. 18/CA/015/INVIDF

American Association for Laboratory Accreditation

SCOPE OF ACCREDITATION TO ISO/IEC 17025:20035

CISCO SYSTEMS, INC.
170 West Tasman Drive
San Jose, CA 95134-1706
Mr. Gerard Thorpe Phone: 408 527 7097

ELECTRICAL

Valid to: November 30, 2016 Certificate Number: 1178.01

In recognition of the successful completion of the A2LA evaluation process, accreditation is granted to this
laboratory to perform the following product safety, telecommunications, environmental simulation, radio,
and electromagnetic compatibility (EMC/EMI) tests:

Test Technology: Facility: Test Methodis[':
Product Safety Building P: IEC 60950-1:2001 (excluding: CI. 2.8, Cl. 2.10.6, Cl. 2.10.7,

ClL 2108 Cl 2109 Cl 431, Cl. 43.6, Cl 4.3.10,

Cl 4312, ClL 4.3.13.4, Cl. 4.3.13.5 (Class 2 and higher),
Cl 452 Cl 465 CI 4736, Cl 5.3.7, ClL. 7.3.2, Annex A,
Annex B [except B.7], Annex H, Annex K, Annex R,

Annex UY;

[EC 60950-1:2005 (excluding: Cl. 2.8, Cl. 2.10.5.8,

ClL 2106 ClL 2107 ClL 2108 Cl 2109 ClL2.10.10,

Cl 210.11,Cl 2.10.12,ClL 4.3.1, Cl. 4.3.6, Cl. 4.3.10,

Cl 4.3.12, Cl. 4.3.13.4, CL. 4.3.13.5 (Class 2 and higher),
Cl 4.5.5,Cl 4.6.5, Cl. 4.7.3.6, Cl. 5.3.8, CL 7.4.2, Annex 4,
Annex B [except B.7], Annex H, Annex K, Annex O, Annex R,
Annex U);

AS/NZS 60950.1:2011 (excluding: CI. 2.8, Cl. 2.10.5.8,

Cl 2106 CI 2107 ClL 2108 ClL 2109 CL210.10,

Cl 21011, ClL 2.10.12,Cl. 43.1, Cl. 43.6, Cl. 43.10,

Cl 4312, Cl 4.3.13.4, Cl. 4.3.13.5 (Class 2 and higher),
ClL 4.5.5, ClL 4.6.5, Cl. 4.7.3.6, Cl. 5.3.8, CL. 7.4.2, Annex A4,
Annex B fexcept B.7], Annex H, Annex K, Annex O,

Annex R, Annex U,

GR-3108, Issue 3 (2013)

4.6.13, 462 463 4.7, 5, 6, and 9.11-9.13);

RRL Notice No. 2011-14, Annex 4, Test method for
Electrical Safety of Information Technology Equipment
(IEC 60950-2001); QCVN 22:2010/BTTTT;

1EC 60945: 2002 (sections 4.3.2, 5.2.3, 7.2, and 12.1)

(R3-11, R5-15, R3-16, and R5-17 only);
IEEE 1613;
(A2LA Cert. No. 1178.01) Revised 11/21/2014 _ 2 Page 1 of 13

GR-1089, Issue 6 (2011) (excluding sections 2, 3, 4.3,
IEC 61850-3 (excluding sections 4, 6.2, and 6.5,
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Test Technology:
Product Safety

{Cont’d)

(A2LA Cert. No. 1178.01) Revised 11/21/2014 /.%L %74' Page 2 of 13

Facility:
Building I

Building 22:

CONTRATO NO. 18/CA/015/INVIDF

Test Method(s)':
IEC 60950-1:2001 (excluding: CL 2.8, Cl. 2.10.6, CL 2.10.7,

CL2108 CL210.9 ClL 431, Cl 43.6,Cl 4.3.10,

Cl 4312, Cl 43.13.4, Cl. 4.3.13.5 (Class 2 and higher),
Cl 452, Cl 4.6.5,ClL 47.3.6,Cl 53.7, Cl. 7.3.2, Annex A,
Annex B [except B.7], Annex H, Annex K,

Annex R, Annex U);

IEC 60950-1:2005 (excluding: CIL 2.8, Cl. 2.10.5.8,

ClL 2106 CL2107 Cl 2108 Cl 2109 Cl 210.10,
ClL210.11,CL210.12, ClL 4211, ClL 43.1, Cl. 4.3.6,

Cl 4.3.10,Cl 4312, Cl 43.13.4, CI. 4.3.13.5 (Class 2 and
higher), Ci. 4.5.5, Cl. 4.6.5, CL. 4.7.3.6, Cl. 5.3.8, Cl. 7.4.2,
Annex A, Annex B [except B.7], Annex H, Annex K, Annex O,
Annex R, Annex U),

AS/NZS 60950.1:2011 (excluding: CI 2.8, Cl. 2.10.5.8,

ClL 2106 ClL 2107 ClL 2108, Cl. 2109 ClL 2.10.10,
CL210.11,ClL 21012, CL 4.2.11, Cl. 4.3.1, Cl. 4.3.6,

Cl 4310, Cl 43.12, Cl. 4.3.13.4, Cl. 4.3.13.5 (Class 2 and
higher), Cl. 4.5.5, Cl. 4.6.5, Cl. 4.7.3.6, Cl. 5.3.8, Cl. 7.4.2,
Annex A, Annex B [except B.7], Annex H, Annex K, Annex O,
Annex R, Annex U);

RRL Notice No. 2011-14, Annex 4, Test method for
Electrical Safety of Information Technology Equipment
(IEC 60950-2001);

QCVN 22:2010/BTTTT

[EC 60950-1:2001 (exciuding: Cl. 2.8, CL. 2.9.2, CL 2.10.6,
Cl 2107, CL 2108, ClL 2109 CI. 43.1, Cl. 4.3.6,

ClL 4310, ClL 4312, ClL 43.13.4, Cl. 43.13.5 (Class 2 and
higher), Cl. 4.6.5, CI. 4.7.3.6, Cl. 5.3.7, Annex A, Annex B
[except B.7], Annex H, Annex K, Annex R, Annex U);

IEC 60950-1:2005 (excluding: CI. 2.8, C1. 2.9.2, Cl. 2.10.5.8,
Cl. 2106, ClL 210.7, CL. 2.10.8, CL. 2.10.9, Cl. 2.10.10,
CL21011,CL210.12,CL 4211, Cl 432, CL 4.3.6,

Cl 43.10,Cl 4312, Cl 4.3.13.4, Cl 4.3.13.5 (Class 2 and
higher), Cl. 4.6.5, CI. 4.7.3.6, Cl. 5.3.6, Cl. 5.3.8, Annex A,
Annex B [except B.7], Annex H, Annex K, Annex O,

Annex R, Annex U,

AS/NZS 60950.1:2011 (excluding: CL. 2.8, Cl. 2.9.2,

Cl 21058 CL 2.10.6, Cl. 2.10.7, Cl. 2.10.8, Cl. 2.10.9,

Cl 21010, ClL 21011, ClL 21012, CL 4211, Cl 432,
Cl 436, CL 43.10,Cl. 4312, CI. 43.13.4,Cl. 43.13.5
{Class 2 and higher), Cl. 4.6.5, Cl. 4.7.3.6, Cl. 5.3.6,

ClL 538,

Annex A, Annex B [except B.7], Annex H, Annex K,

Annex (), Annex R, Annex Uy,

RRL Notice No. 2011-14, Annex 4, Test method for
Electrical Safety of Information Technology Equipment
{IEC 60950-2001);

QCVN 22:2010/BTTTT

7
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CONTRATO NO. 18/CA/015/INVIDF

The below tests are performed using the above Product Safety standards

Input Current - Steady Force Test

Durability of Markings - Drop Test

Access to Live parts - Stress Relief

Energy Hazards - Wall or Ceiling Mounted Equipment
Capacitance Discharge - Handles and Manual Controls
SELV Circuits - Battery Overcharge/discharge and

Reverse Current Measurements

TNV Circuits, Limits, Connections
Voltages Generated Externally

Power Suppiy
Output/transformer/accessible
Connector Overload

Telecommunication Network
Separation and Protection

Protection Against Hazardous Moving
Parts

Limited Current Circuits, Values

Thermal Requirements

Limited Power Sources

Temperature Rise

Resistances of Earthing Conductors

Resistance to Abnormal Heat

Humidity Conditioning (bldg. P &
bldg. 22)

Touch Current and Protective
Conductor Current

Creepage Distances, Clearances

Electric Strength

Working Voltage

Component Failure and Abnormal
Operation

Mechanical Strength

Voltage Surge/impulse

Ball Pressure (bldg 22)

Stability

Adhesive Aging (bldg. P)

Voltage Surge (10KV) (Bldg. 22)

Test Technology:
Telecommunications

Facility: Test Method(s)':
Building P:  Acoustic:

AS/ACIF 8004; AS/ACIF S040;

CS-03 Part V, Issue 9, Amendment 1, January 2009;
FCC 47 CFR Part 68 (68.316 and 68.317);
PTC 220 (Section 8 only)

Analog:
AS/CA (8002, S003);

DGT PSTN 01;

DPT-TE-001;

ETSI ES 203 021;

FCC 47 CFR Part 68 (63.318);

HKTA (2011, 2013, 2023);

IC C8-03, Part ], Issue 9, Amendment 4, January 2010;
IDA TS PSTN;

JATE Blue Book;

PTC 200/220;

SKMM MTSFB TC T001;

TBR (15, 17, 21}

TIA-968-B;

Technical Requirements for Telecommunications — Terminal
Equipment (RRA Public Notification 2014-114,

Aug 29,2014},
/gt" %Af" Page 3 of 13

QCVN 19:2010/BTTT

(A2LA Cert. No. 1178.01) Revised 11/21/2014




CONTRATO NO. 18/CA/015/INVIDF

Test Technology: Facility: Test Method(s)':
Telecommunications Building P:  Integrated Service Dipital Network (ISDN):
{(Cont’d) (cont’d) AS/ACIF (3031, S038);

ACA TS -014;

DGT IS 6100;

HKTA (2014, 2015, 2027);

IC: C8-03, Part VI, Issue 9, Amendment 1, September 2012;
IDA TS ISDN;

ITU (1430, 1.431, Q.921, Q.931);

JATE Green Book;

SKMM FTS ISDN-PA; SKMM FTS ISDN-BA;

TBR (3, 4, 33, 34 — excluding section 8 of all parts);
TIA-968-B;

Technical Requirements for Telecommunications — Terminal
Equipment (RRA Public Notification 2014-114,

Aug 29, 2014)

Leased Line:

AS/ACIF S016;

DGT: 1D 0002;

HKTA 2017;

I1C: CS-03, Part II, Issue 9, Amendment [, September 2012;
IDA TS DLCN;

ITU G.703 (excluding Sections 4, 6, 7, 10, 12, 14, and 16),
JATE Green Book;

TIA-968-B;

TBR (12 [excluding Section 5.4],

13 [excluding Section 4.4], 14, and 24;

Technical Requirements for Telecommunications — Terminal
Equipment (RRA Public Notification 2014-114,

Aug 29, 2014);

QCVN 21:2010/BTTTT

Optical:

GR-253 (Section 4);

ITU: G.957;

JATE Green Book;

Korean Telecom OC-3 (155,520 kbps)

Digital Subscriber Loop (DSL):

ADSLO1 (Sections 6.2 and 8 only);

AS/ACIF 5041.1; AS/ACIF 5041.2;

IC: CS8-03, Part VIII, Issue 9, Amendment 4, May 2009;
IDA TS ADSL;

ITU-T G.992.1, 992.3, 992.5 Annex A (ASDLoPOTS);
SKMM FTS ADSL;

TIA-968 B; VDSLO! (Section 7);

Technical Requirements for Telecommunications — Terminal
Equipment (RRA Public Notification 2014-114,

Aug 29, 2014)

ITU (V.10, V.11, V.28, V.36, X.21); I
(A2LA Cert. No. 1178.01) Revised 11/21/2014 /92“ %f" Page 4 of 13

Serial Interfaces:
TBR (1, 2)




Test Technology: Facility:
Telecommunications Building I!
(Cont’d)

Environmental Testing  Building P:

EMC/EMI Building P:

CONTRATO NO. 18/CA/015/INVIDF

Test Method(s)':

Acoustic:

AS/ACIF 8004; AS/ACIF S040;

CS8-03 Part V, Issue 9, Amendment 1, January 2009;

FCC 47 CFR Part 68 (68.316 and 68.317);

PTC 220 (Section 8 only);

Technical Requirements for Telecommunications — Terminal
Equipment (RRA Public Notification 2014-114,

Aug 29, 2014)

GR-63, Issue 4 (excluding Sections 5.2 and 5.5);

GR-3108, Issue 3 (2013)

{excluding sections 4.2.3, 6.2, 6.4, 6.5, and 7);

IEC 61850-3 (excluding Sections 4, 3.4, 5.6);

IEEE 1613;

IEC 60945:2002 (sections 4.3.1, 7.1, 8.2, 8.3, 8.4, 8.7, 11.1)

CISPR 22:2008;

CNS 13438 (up to 6 GHz);

EN 301 489-1 (excluding Section 9.6);

EN 301 489-4;

EN 301 489-7;

EN 301 489-17;

EN 301 489-24;

EN 55022:2010;

EN 50083-2;

EN 61000-3-2;

EN 61000-3-3;

EN 61000-3-11;

EN 6100-3-12;

FCC CFR 47, Part 15, Subpart B, using ANSI C63.4-2003
and ANSI C63.4-2009;

GR-3108, Issue 3 (2013);

GR-1089, Issue 6 (2011), Sections 2, 3, and 10
(excluding Sections 4.6.1.3.2, 4.6.2.1.2, 4.7, and 10.7},
IEC 61000-4-2;

IEC 61000-4-3;

IEC 61000-4-4;

IEC 61000-4-5;

IEC 61000-4-6;

IEC 61000-4-8;

[EC 61000-4-11;

IEC 61850-3 (excluding Section 4);

IEEE 1613;

KN 22; KN 24;

KN 301-489-01 (excluding Section 9.6);

KN 301-489-07;

KN 301-489-17;

KN 301-489-24;

VCCI V-3/2013.04 (up to 6 GHz);

Technical Requirements for Electromagnetic Interference
{RRA Public Notification 2014-8, June 23, 2014);

A2LA Cert. No. 1178.01) Revised 11/21/2014 gé‘ %"" Page 5 of 13



Test Technology:
EMC/EMI

(Cont’d)

{A2LA Cert. No. 1178.01) Revised 11/21/2014 /%‘ %r/ Page 6 of 13

Facility:
Building P:
{cont’d)

Building 16:

CONTRATO NO. 18/CA/015/INVIDF

Test Method(s)':
Test Methods for Electromagnetic Interference

(RRA Announce 2014-37, June 23, 2014);

Amnex 1-11 (KN 61000-3-2, KN 61000-3-12);

Annex 1-12 (KN 61000-3-3, KN 61000-3-13);

Annex 5 (KN 22); Annex 8-1 (KN 301-489-01);

Annex 8-2 (KN 301-489-07); Annex 8-3 (KN 301-489-17);
Annex 8-4 (KN 301-489-24);

Technical Requirements for Electromagnetic Susceptibility
(RRA Public Notification 2014-9, June 23, 2014);

Test Methods for Electromagnetic Susceptibility

{RRA Announce 2014-38, June 23, 2014) —

Annex 1-1 — 1-7 (KN-61000-4-2, -3, -4, -5, -6, -8, -11)
Anmnex 5 (KN 24);

Annex 8-1 (KN 301 489-01); Annex 8-2 (KN 301 489-07);
Annex 8-3 (KN 301 489-17); Annex 8-4 (KN 301 489-24);
QCVN 18:2010/BTTTT

(EN 300 339:1998);

TCVN 7317:2003 (CISPR 24:1997);

TVCN 7189:2009 (CISPR 22:2006);

1EC 60945:2002 (Sections 4.3.3, 4.5.1, 7.3, 7.4, 9, and 10);

IEC 60533:1999 (excluding special power distribution zone)

CISPR 22:2008;

CNS 13438 (conducted emissions only);

EN 301 489-1 (excluding section 9.6);

EN 301 489-4;

EN 301 489-7,

EN 301 489-17;

EN 301 489-24;

EN 55022:2010;

EN 50083-2;

EN 61000-3-2;

EN 61000-3-3;

EN 61000-3-11;

EN 61000-3-12;

IEC 61000-4-2;

IEC 61000-4-3;

IEC 61000-4-4;

1IEC 61000-4-5;

IEC 61000-4-6;

IEC 61000-4-8 (no short duration mode});

[EC 61000-4-11;

FCC CFR 47, Part 15, Subpart B, using ANSI C63.4-2003
and ANSI C63.4-2009; KN 24;

KN 301-489-01

{conducted emissions only — excluding Section 9.6);
KN 301-489-07 (conducted emissions only);

KN 301-489-17 (conducted emissions only);

KN 301-489-24 (conducted emissions only);

VCCI V-3/2013.04 (up to 6 GHz);

Technical Requirements for Electromagnetic Interference
(RRA Public Notification 2014-8, June 23, 2014);

;
_



CONTRATO NO. 18/CA/015/INVIDF

Test Technology: Facility: Test Method(s)':
EMCEMI Building 16:  Test Methods for Electromagnetic Interference (RRA
(Cont’d) {cont’d) Announce 2014-37, June 23, 2014) —

Annex 1-11 (KN 61000-3-2, KN 61000-3-12);

Annex 1-12 (KN 61000-3-3, KN 61000-3-11);

Annex 5 (KN 22); Annex 8-1 (KN 301-489-01);

Annex 8-2 (KN 301-489-07); Annex 8-3 (KN 301-489-17);
Annex 8-4 (KN 301-489-24);

Technical Requirements for Electromagnetic Susceptibility
(RRA Public Notification 2014-9, June 23, 2014);

Test Methods for Electromagnetic Susceptibility

{(RRA Announce 2014-38, June 23, 2014) —

Amnex I-1 — 1-7 (KN-61000-4-2, -3, -4, -5, -6, -8

{(no short duration mode), -11);

Annex 5 (KN 24);

Annex 8-1 (KN 301 489-01); Annex 8-2 (KN 301 489-07);
Annex 8-3 (KN 301 489-17); Annex 8-4 (KN 301 489-24);
QCVN 18:2010/BTTTT (EN 300 339:1998);

TCVN 7137:2003 (CISPR 24:1997);

TVCN 7189:2009 (CISPR 2:2006)

Building I CISPR 22:2008;
CNS 13438 (up to 6GHz);
EN 301 489-1 (excluding Section 9.6);
EN 301 489-4;
EN 301 489.7;
EN 301 489-17;
EN 301 489-24;
EN 55022:2010;
EN 50083-2;
EN 61000-3-2;
EN 61000-3-3;
EN 61000-3-11;
EN 61000-3-12;
FCC 47 CFR, Part 15, Subpart B, using ANSI C63.4-2003
and ANSI C63.4-2009;
IEC 61000-4-2;
IEC 61000-4-3;
1IEC 61000-4-4;
IEC 61000-4-5;
IEC 61000-4-6;
IEC 61000-4-8 (no short duration mode);
IEC 61000-4-11;
KN 61000-4-11;
VCCI V-3/2013.04 (up to 6 GHz);

KN 24,

KN 301-489-01

{conducted emissions only — excluding Section 9.6),
KN 301-489-07 (conducted emissions only);

KN 301-489-17 (conducted emissions only);

KN 301-489-24 (conducted emissions only);
Technical Requirements for Electromagnetic Interference
(RRA Public Notification 2014-8, June 23, 2014);

(A2LA Cert. No. 1178.01) Revised 11/21/2014 gé\. /%?A—/ Page 7 0f 13



CONTRATO NO. 18/CA/015/INVIDF

Test Technology: Facility: Test Method(s)':
EMCEMI Building I Test Methods for Electromagnetic Interference
{(Coni’d) {cont'd): (RRA Announce 2014-37, June 23, 2014) -

Annex 1-11 (KN 61000-3-2, KN 61000-3-12);

Annex 1-12 (KN 61000-3-3, KN 61000-3-11);

Annex 5 (KN 22 — conducted emissions only);

Annex 8-1 (KN 301-489-01 — conducted emissions only,
excluding Section 9.6);

Annex 8-2 (KN 301-489-07 ~ conducted emissions only);
Annex 8-3 (KN 301-489-17 - conducted emissions only);
Annex 8-4 (KN 301-489-24 — conducted emissions only);
Technical Requirements for Electromagnetic Susceptibility
{RRA Public Notification 2014-9, June 23, 2014);

Test Methods for Electromagnetic Susceptibility

{RRA Announce 2014-38, June 23, 2014) —

Annex 1-1 — 1-7 (KN-610004-2, -3, -4, -5, -6, -8

{no short duration mode), -11); Annex 5 (KN 24);

Annex 8-1 (KN 301 489-01); Annex 8-2 (KN 301 489-07);
Annex 8-3 (KN 301 489-17); Annex 8-4 (KN 301 489-24);
QCVN 18:2010/BTTTT (EN 300 339:1998);

TCVN 7317:2003 (CISPR 24:1997);

TVCN 7189:2009 (CISPR 22:2006)

Building 7: CISPR 22:2008;
CNS 13438 (conducted emissions only);
EN 301 489-1 (excluding Section 9.6);
EN 301 489-4;
EN 301 489-7;
EN 301 489-17;
EN 301 489-24;
EN 55022:2010;
EN 50083-2;
EN 61000-3-2;
EN 61000-3-3;
EN 61000-3-11;
EN 61000-3-12;
FCC 47 CFR, Part 15, Subpart B, using ANSI C63.4-2003
and ANSI C63.4-2009;
[EC 61000-4-2;
IEC 61000-4-3;
IEC 61000-4-4;
IEC 61000-4-5;
IEC 61000-4-6;
IEC 61000-4-8 (no short duration mode);
IEC 61000-4-11;
VCCI V-3/2013.04 (up t0 6 GHz);
KN 24;
KN 301-489-01 (conducted emissions only —
excluding Section 9.6);
KN 301-489-07 (conducted emissions only);
KN 301-489-17 (conducted emissions only);
KN 301-489-24; (conducted emissions only);
Technical Requirements for Electromagnetic Interference
(RRA Public Notification 2014-8, Jun 23, 2014);

(A2LA Cert. No. 1178.01) Revised 11/21/2014 /,%l %?A—-/ Page 8 of 13




CONTRATO NO. 18/CA/015/INVIDF

Test Technology: Facility: Test Method;s[‘:
EMC/EMI Building 7: Test Methods for Electromagnetic Interference
{Cont’d) (cont’d) {(RRA Announce 2014-37, June 23, 2014) -

Annex 1-11 (KN 61000-3-2, Annex 61000-3-12);

Annex 1-12 (KN 61000-3-3, KN 61000-3-11);

Annex 5 (KN 22 — conducted emissions only);

Arnnex 8-1 (KN 301-489-01 — conducted emissions only,
excluding Section 9.6);

Annex 8-2 (KN 301-489-07 — conducted emissions only);
Annex 8-3 (KN 301-489-17 — conducted emissions only);
Annex 8-4 (KN 301-489-24 — conducted emissions only);
Technical Requirements for Electromagnetic Susceptibility
{RRA Public Notification 2014-9, June 23, 2014);

Test Methods for Electromagnetic Susceptibility

{RRA Announce 2014-38, June 23, 2014) -

Annex 1-1 - 1-7 (KN-61000-4-2, -3, -4, -5, -6, -8

{(no short duration mode), -11);

Annex 5 (KN 24);

Annex 8-1 (KN 301 489-01); Annex 8-2 (KN 301 489-07);
Annex 8-3 (KN 301 489-17); Annex 8-4 (KN 301 489-24);
QCVN 18:2010/BTTTT (EN 300 399:1998);

TCVN 7317:2003 (CISPR 24:1997);

TVCN 7189:2009 (CISPR 22:2006)

Building N: CISPR 22:2008;
CNS 13438 (conducted emissions only);
EN 301 489-1 {excluding Section 9.6);
EN 301 489-17;
EN 301 489-7;
EN 301 489-24;
EN 55022:2010;
EN 50083-2;
EN 61000-3-2;
EN 61000-3-3;
EN 61000-3-11;
EN 61000-3-12;
FCC 47 CFR, Part 15, Subpart B, using ANSI C63.4-2003
and ANSI C63.4-2009;
IEC 61000-4-2;
IEC 61000-4-3;
IEC 61000-4-4;
IEC 61000-4-5;
IEC 61000-4-6;
IEC 61000-4-8 (no short duration mode);
IEC 61000-4-11;

VCCI V-3/2013.04 (up to 6 GHz);
KN 24;
KN 301-489-01 {conducted emissions only — (excluding
Section 9.6),

KN 301-489-07 (conducted emissions only);

KN 301-489-17 (conducted emissions only);
KN 301-489-24 (conducted emissions only);

(A2LA Cert. No. 1178.01) Revised 11/21/2014 /-Ppév ’%f” Page 9 of 13



Test Technology:
EMC/EMI

{Cont’d)
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Building N:
(cont'd)

Building B:

CONTRATO NO. 18/CA/015/INVIDF

Test Method(s)':

Technical Requirements for Electromagnetic Interference
(RRA Public Notification 2014-8, June 23, 2014);

Test Methods for Electromagnetic Interference (RRA
Announce 2014-37, June 23, 2014);

Annex 1-11 (KN 61000-3-2, KN 61000-3-12);

Annex 1-12 (KN 61000-3-3, KN 61000-3-11)

Test Methods for Electromagnetic Interference (RRA
Announce 2014-37, June 23, 2014) -

Annex 5 (KN 22 — conducted emissions only);

Annex 8-1 (KN 301-489-01 — conducted emissions only,
excluding Section 9.6);

Annex 8-2 (KN 301-489-07 — conducted emissions only);
Annex 8-3 (KN 301-489-17 — conducted emissions only);
Annex 8-4 (KN 301-489-24 — conducied emissions only);
Technical Requirements for Electromagnetic Susceptibility
(RRA Public Notification 2014-9, June 23, 2014);

Test Methods for Electromagnetic Susceptibility

{RRA Announce 2014-38, June 23, 2014) -

Annex 1-1 — 1-7 (KN-61000-4-2, -3, -4, -5, -6, -8 (no short
duration mode), -11)

Annex 5 (KN 24);

Annex 8-1 (KN 301 489-01); Annex 8-2 (KN 301 489-07);
Annex 8-3 (KN 301 489-17); Annex 8-4 (KN 301 489-24);
QCVN 18:2010/BTTTT (EN 300 399:1998);

TCVN 7317:2003 (CISPR 24:1997);

TVCN 7189:2009 (CISPR 22:2006)

CISPR 22:2008 (conducted emissions only);

CNS 13438 {conducted emissions only);

EN 301 489-1 (excluding Section 9.0);

EN 301 489-7;

EN 301 489-17;

EN 301 489-24;

EN 55022:2010 (conducted emissions only);

EN 50083-2;

EN 61000-3-2;

EN 61000-3-3;

EN 61000-3-11;

EN 61000-3-12;

FCC 47 CFR, Part 15, Subpart B, using ANSI C63.4-2003
and ANSI C63.4-2009 (conducted emissions only);

IEC 61000-4-2;

IEC 61000-4-3;

IEC 61000-4-4;

[EC 61000-4-5;

IEC 61000-4-6;

IEC 61000-4-8 (no short duration mode);

IEC 61000-4-11;

VCCI V-3/2013.04 (Conducted Emissions Only);

KN 24;

KN 301-489-01

(conducted emissions only — excluding Section 9.6);

f
_




CONTRATO NO. 18/CA/015/INVIDF

Test Technology: Facility: Test Method(s)';
EMC/EMI Building B: KN 301-489-07 (conducted emissions only);
{Cont’d) (cont’d) KN 301-489-17 (conducted emissions only);

KN 301-489-24 (conducted emissions only);

Technical Requirements for Electromagnetic Interference
(RRA Public Notification 2014-8, June 23, 2014),

Test Methods for Electromagnetic Interference

{(RRA Announce 2014-37, June 23, 2014)—

Annex 1-11 (KN 61000-3-2, KN 61000-3-12);

Annex 1-12 (KN 61000-3-3, KN 61000-3-11);

Annex 5 (KN 22 — conducted emissions only);

Annex 8-1 (KN 301-489-01 — conducted emissions only,
excluding Section 9.6);

Annex 8-2 (KN 301-489-07 - conducted emissions only);
Annex 8-3 (KN 301-489-17 — conducted emissions only);
Annex 8-4 (KN 301-489-24 — conducted emissions only);
Technical Requirements for Electromagnetic Susceptibility
(RRA Public Notification 2014-9, June 23, 2014);

Test Methods for Electromagnetic Susceptibility

{(RRA Announce 2014-38, June 23, 2014) —

Annex 1-1 — 1-7 (KN-61000-4-2, -3, -4, -5, -6, -8 (no short
duration mode), -11);

Amnex 5 (KN 24);

Annex 8-1 (KN 301 489-01); Annex 8-2 (KN 301 489-07)

Radio Building P:  Test Methods for Electromagnetic Susceptibility

(RRA Announce 2014-38, June 23, 2014) -

Annex 8-3 (KN 301 489-17); Annex 8-4 (KN 301 489-24);
QCVN 18:2010/BTTTT (EN 300 399:1998);

TCVN 7317:2003 (CISPR 24:1997);

TVCN 7189:2009 (CISPR 22:2006)

(Conducted Emissions Only);

CTIA Test Plan for RF performance Evaluation of WiFi
Mobile Converged Devices;

CTIA Test Plan for Wireless Over-the-Air Performance;
EN 301 908-1 Section 4.2.2;

EN 301 511 Section 4.2.16-19;

EN 302 326-2;

EN 302 544-1; EN 302 544-2;

EN 302 774,

EN 302 623,

FCC 47 CFR, Part 2 - excluding CL 2.1091 & 2.1093 (SAR);
FCC 47 CFR, Part 15, Subpart C, using ANSI C63.10
(up to 40 GHz),

FCC 47 CFR, Part 15.247;

FCC 47 CFR, Part 15.407;

FCC 47 CFR, Part 22, Subpart K;

FCC 47 CFR, Part 24, Subpart E;

FCC 47 CFR, Part 25, Subpart C;

FCC 47 CFR, Part 27, Subpart D;

FCC 47 CFR, Part 27, Subpart M;

HKTA 1039;

LP 0002 (up to 40 GHz) - excluding CI. 5.20 (SAR};
RSS-129 Sections 8.1.1, 10;

{A2LA Cert. No. 1178.01) Revised 11/21/2014 /%. %7;’ Page 11 of 13




CONTRATO NO. 18/CA/015/INVIDF

Test Technology: Facility: Test Method(s)':
Radio Building P: RSS8-132 Sections 4.5.1, 4.6;
(Cont’d) {cont'd) RSS-192;

RSS-193;

RSS-195;

RS88-210;

Conformity Assessment Procedure of Radio Equipment
(RRA Announce 2013-33, July 26, 2013)
Regulations on Radio Equipment (MSIP Public Notification

2014-50, July 16, 2014);
EN300328,;
EN301893;

EN300440-1 Sections 7.1, 7.3, 8.4;

SKMM WTS SRD;

IDA TS SRD;

QCVN 54:2011/BTTTT;
QCVN 65:2013/BTTTT

Building I HKTA 1039,

LP0002 (up to 40 GHz) - excluding Cl 5.20 (SAR);

Conformity Assessment Procedure of Radio Equipment
(RRA Announce 2013-33, July 26, 2013)
Regulations on Radio Equipment (MSIP Public Notification

2014-50, July 16, 2014);
EN300328;
EN301893

(excluding section 4.7 and section 5.3.8 related to DFS);
EN300440-1 Sections 7.1, 7.3, 8.4;
FCC 47 CFR, Part 2 — (excluding Cl. 2.1091 & 2.1093 (SAR));
FCC 47 CFR, Part 15, Subpart C, using ANSI C63.10

(up fo 40 GHz);
FCC 47 CFR, Part 15.247;
FCC 47 CFR, Part 15.407;

SKMM WTS SRD (excluding DFS);,
IDA TS SRD (excluding DFS);

QCVN 54:2011/BTTTT

Building B:  HKTA 1039 {conducted testing only);
LPG002 (conducted testing only, up fo 40 GHz);
Conformity Assessment Procedure of Radio Equipment
(RRA Announce 2013-33, July 26, 2013}
Regulations on Radic Equipment (MSIP Public Notification

2014-50, July 16, 2014);

EN300328 (conducted testing only);
EN301893 (conducted testing only);
EN300440-1 Sections 7.1, 7.3, 8.4 (conducted testing only);

(up to 40 GHz);
FCC 47 CFR, Part 15.247;
FCC 47 CFR, Part 15.407;

SKMM WTS SRD (conducted testing only);
IDA TS SRD (conducted testing only);

QCVN 54:2011/BTTTT

| (A2LA Cert. No. 1178.01) Revised 11/21/2014

b by

FCC 47 CFR, Part 2 - excluding Cl. 2.109] & 2.1093 (84R);
FCC 47 CFR, Part 15, Subpart C, using ANSI C63.10

Page 12 0f 13



CONTRATO NO. 18/CA/015/INVIDF

On the following products or types of products:

Information Technology Equipment (ITE), Telecommunications Network Equipment (TNE),
Intentional Radiators

"When the date, revision, or edition of a test method standard is not identified on the scope of accreditation,
the laboratory is required to be using the current version within one year of the date of publication, per part
C., Section 1 of A2LA RI10! - General Requirements- Accreditation of ISO-IEC 17025 Laboratories.

(A2LA Cert. No. 1178.01) Revised 11/21/2014 &W Page 13 of 13



CONTRATO NO. 18/CA/015/INVIDF

? |

UOUDNP3L0IY fo adoas (poruaary S, Liojp.ioqp) ay1 01 4afa4 aspard ‘sayddp uonDIIP2DID SIYT YOIYM O] SISAT i} 4O

910Z ‘0€ WRGUWAAON 0} PIRA
T0°8L1T J2quunN 2121127
[12UNo)) UONBIPAIIDY ) 1O
0dD % yuapisald

"#10T J9QUISAON JO ABp , 9 SIY) P3JUSsal]

‘(6007 Cavnupp g paypp anbrunuuo)) JYT-OVTI-OST M0l 01 4af.4) wsAs juawadeuew A)jenb L1ojeloqe] e Jo uonerado
oy1 pue adoos pauljap & Joj 30usjeduos [Bo1UY92) SINBLISUOWIIP UCTIRIIPAIIOE SIY | “SALIOIDLOqUT UONDLqID)) PUD ullsay fo aouatadiio)) 3yl
Jof spuawiaanbay odou20) G00Z:SZ0L1 DA/OSI piepuels [BUOnBUIaIL] PAZIUS00a A1) YA 20URPIOOIE Ul PAJIPaIdde SI A1ojeioqe] siy ]

unsa ], [eod9yq

3O pay sy ur 23ujedwioo [EAIUYOS) 10)

V) ‘asor uovg
"ONI ‘SINALSAS ODSID

palipsIdde SeY VIV

AioIp10qVT PPy

uonpypa.dYy A103010qDT J0) UONDDOSSY UDILIBWY




CONTRATO NO. 18/CA/015/INVIDF

disco’ Cisco Channel
Partner Program

Select Certified Partner

Awarded to
. Integradora en Infraestructura Tecnoldgica
NTESA, SA. de CV.

R T |
Pariner

MEXICO
valid until March 3, 20192

Validete this certificate at {Cisca Partner Ecosysiem Progrsms
cisco.com/gofparineriocstor Qiobal Parther Drganzation
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ZERTIFIKAT - CERTIFICATE -

CONTRATO NO. 18/CA/015/INVIDF

CERTIFICATE

The Certification Body of
TOV SUD AMERICA INC.

hereby certifies that

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706 USA

(All facilities listed on Appendix)

has implemented an Environmental Management System
in accordance with:

ISO 14001:2004

The scope of this Environmental Management System includes:

Design, Development, Manufacturing
Operations, Sales, Services and Support for
Networking, Data Center, Communications,
Video, Collaboration and Security Products,

Solutions and Services

Certificate Expiry Date: January 30, 2017
Certificate Registration No: 951 00 0876

Effective Date: March 9, 2015

g% ACCREDITED
——- N

Gary Y. Minks
VP, Rl A B

A _ o ®
S0 AMERICA INC » 10 Centennial Drive * Peabody, MA 01960 USA * www.TUVamerica.com TV
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1,234
1,2,34
1,34
1,34
1,34
1,234
1,234
1,34
1,2,3.4
1,3.4
13

1,234

1,2,3,4

1,234
1,234
1,34
1,234
1,234

1,3.4

CONTRATO NO. 18/CA/015/INVIDF

America

CERTIFICATE

North America
170 West Tasman Drive, San Jose, CA 95134 United Statos
2200 East President George Bush Highway, Richardson, TX 75082 United Statos
9501 Technology Bivd, West Offico Conter, Rosemont, lllinois 60018 United States
5400 Airport Blvd., Boulder, CO 80301 United States
9155 East Nichols Avenue, Sulte 400, Englewood, CO 80112 United States
12515 Research Bivd,, Building 2, Austin, TX 78759 United States
7025 Kit Creek Road, PO Box 14987, Resparch Triangle Park, NC 27703-4987 United States
One Penn Plaza, 6th & 8th Floors, New York, NY 10118 United States
1414 Massachusetts Avenue, Boxborough, MA 01719 United States
13800 Dulles Technology Driva, Herndon, VA 20171 United States
200 Ames Pond, Tewksbury, MA 01876 United States
5030 Sugarioaf Parkway, Lawrenceville, Georgia 30044 United States
Asla

SEZ Unit, Cesana Business Park, Kadubessanahalll Village, Varthur Hobll,
Sarjapur Marathalli Outer Ring Road, Bangalore, Karnataka 560 103 Indla

9-7-1, Akasaka, Minato-ku, Tokyo, Kanto, 107-6227 Japan
UE BizHub East, 8 Ghangl Business Park Avenue 1, Singapore, Singapore 486018
7-12/F Building €, Yintal Offica Towor, Beijing Yintai Centre, No. 2 Jianguomenwal Ave,
Chaoyang District, Beljing, 100 022 China

Great Eagle Contre, 23 Harbour Road, Lvis 10, 31 & Room 2901 to 2805, Hong Kong,
Hong Kong
Block A of Keji Building, Caohejing Hi-Tech Park, 900 Yishan Lu Street, Shanghal,
200 233 China

32 HaMelacha St., (HaSharon Bldg), P.O.Box 8735, 1.Z.Sapir, South Netanys,
Hamerkaz 42504 Iarael

Scope Activities - 1=Design and Development 2=Manufacturing 3=Sales 4=Services and Support

Appendix 1 of 2 - Certificate 951 00 0878

/
_

TGV SUD AMERICA INC * 10 Centennial Drive * Peabody, MA 01960 USA » www.TUVamerica.com '|'|'.'N®
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; America
o =
Ll
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.
o

[am ]

<
[
—
bk

= Australia
= = 1,34 Levels 8-14, 80 Pacific Highway, North Sydney, Sydney NSW 2060 Australia
LLl

1,4 The Forum, 201 Pacific Highway, St. Leonards, NSW 2085 Australla

(&)

. Europe
o 1,34 Pegasus Parc, De Kleetiaan 6A, Diegem, Brabant 1831 Belgium
i 1,34 10 New Square Park, Bedfont Lakes, Feltham TW14 8HA United Kingdom
- 1,3.4 L'Atlantis, 11, Rue Camille Desmoulins, lssy Les Moulineaux, lle De France 92782 France
e' 1,34 200 Longwater Avenue, Reading RG2 6GB United Kingdom
E 1,234 Torri Bianche-Fagglo Bldg Lot H1, Via Torrl Bianche 7, Vimercate, Lombardia 20058 Htaly
. 1,234 Haarlorbergpark, Haarlesbergweg 13-18, Amsterdam, Noord-Holland 4101 CH Netheriands
cu_':' 1,3 Oranmore Business Park, Oranmore, Galway, Galway Connacht lreland

Scope Activitios - 1=Design and Development 2=Manufacturing 3=Sales 4=Services and Support

Appendix 2 of 2 — Cartificate 851 00 0876

UCB_F_12.03 2012-02

ZERTIFIKAT - CERTIFICATE -

A TUV SUD AMERICA INC * 10 Centennial Drive * Peabody, MA 01960 USA » www.TUVamerica.com Tov®
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CONTRATO NO. 18/CA/015/INVIDF

America

CERTIFICATE

The Certification Body of
TOUV SUD AMERICA INC.

hereby certifies that

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706

(ANl facilities listad on Appandix)

has implemented a Quality Management System
in accordance with:

ISO 9001:2008

The scope of this Quality Management System includes:

Design, Development, Manufacturing Operations,
Sales, Services and Support for Networking, Data
Center, Communications, Video, Collaboration and
Security Products, Solutions and Services

Certificate Expiry Date: February 19, 2018
Certificate Registration No: 951 00 0875

Effactive Date: February 20, 2015

L 4

ACCREDITED

Gary W. Minks — T
VP, Regulstory Affalrs M CERTIFICATION B0BY

. - ®
v SUD AMERICA INC * 10 Centennial Drive * Peabody, MA 01960 USA » www.TUVamerica.com TUV
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3 Canada: Edmonton, Alberta 134 US: New York, NY
o 3 Canadc Hilfer, Nova Scofn 2 US: North Charleston, 6C
— 1254 Canada: Kanats, Ontaric 3 US: Norwakk, CT
[T 94 Canada; Montres!, Gusbec 3 US: Oakiand Park, FL
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Ll 3 Russt: Saint Petarsburg 3 Cyprus: Lefkosia
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34 Saud Arabla: Riyadh 3 Anbyhol
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3 South Korea: Pusan 134 France: Mouging
Ll 34 South Korea: Secul 3 France: Cesson Sevigne
3 Srl Lanka: Colombo 134 France: issy los Moulinesux
[ ) 3 Taiwan: Taipel a France: Lyon
2,34 Thadand: Bangick 3 France: Strasbourg
- Turkey: Ankara 3 France: Tououse
34 Furkey: fetanbul 4 France: Geliainviie
34 Urited Arab Emirates: Dubal 34 Gemany. Barfin
= 3 Wisbam: Hanol a Germany: Borm
< a Vietnam: Ho Chi Minh Chy 34 Gannany: Dusseldorf
34 Gemmany: Eschbom
z 3 ; Adalalde 134 Gemany:,
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s 34 Canbers 14 Garmany: Ksssel
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NI
CISCO Data Sheet

Cisco Catalyst 3850 Series Switches

The digital transformation: Converged wired and wireless access and aggregation
The promise of digital for your business is all about innovating more quickly while reducing risk, cost, and
complexity. It will be your network that forms the foundation of your business's transformation.

But supporting your digital organization will require your network to move beyond just connectivity to be a platform
for insights, automation, and security.

This is the power of the Cisco® Digital Network Architecture (Cisco DNA™).

Cisco DNA is a monumental shift on how to design and build networks. The Cisco Catalyst® 3850 Series, as part of
the Cisco DNA portfolio of next-generation enterprise-class stackable Ethernet and Multigigabit Ethernet access
and aggregation layer switches, securely enables time-saving virtualization, greater automation, and valuable
analytics data that directly address your evolving business needs, including less cost to install and operate.

The Cisco Catalyst 3850 Series provides capabilities that ideally suited to support the convergence of wired and
wireless access. The new Cisco Unified Access Data” Plane (UADP) Application-Specific Integrated Circuit (ASIC)
powers the switch and enables uniform wired-wireless policy enforcement, application visibility, flexibility, and
application optimization. This convergence is built on the resilience of the new and improved Cisco StackWise®-
480 technology.

The Cisco Catalyst 3850 Series Switches support full IEEE 802.3at Power over Ethernet Plus (PoE+), Cisco
Universal Power Over Ethernet (Cisco UPOEO). modular and field-replaceable network modules, RJ-45 and fiber-
based downlink interfaces, and redundant fans and power supplies.

Product overview

+ Integrated wireless controller capability with: (_L '
o Up to 40G of wireless capacity per switch {48-port RJ45 models) 2
e Support for up to 100 access points and 2000 wireless clients on each switching entity {switch or stack)

+ 24 and 48 10/100/1000Mbps data PoE+ and Cisco UPOE models with Energy-Efficient Ethernet (EEE)

e 24 and 48 100Mbps/1/2.5/5/10 Gbps Cisco UPOE models with Energy-Efficient Ethernet (EEE)

+ 12- and 24-port 1 Gigabit Ethernet SFP-based models

¢ 12- and 24-port 1/10 Gigabit Ethernet SFP+-based models

» 48-port 1/10 Gigabit Ethernet SFP+ model with 4 fixed 40 Gigabit Ethernet QSFP+ uplinks

« Cisco StackWise-480 technology provides scalability and resiliency with 480 Gbps of stack throughput'

+ Cisco StackPower® technology provides power stacking among stack members for power redundancy’

' StackWise and StackPower technologies are not supported on the 48-part SFP+ switch model.
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« Five optional uplink modules’ with 4 x Gigabit Ethernet, 2 x 10 Gigabit Ethernet, 4 x 10 Gigabit Ethernet®,
8 x 10 Gigabit Ethernetd, or 2 x 40 Gigabit Ethemet QSFP+* ports

» Dual redundant, modular power supplies and three modular fans providing redundancy

» Full IEEE 802.3at (PoE+) with 30W power on all copper ports in 1 Rack Unit (RU) form factor

+ Cisco UPOE with 60W power per port in 1 Rack Unit (RU) form factor

« |EEE 802 3bz {2.5/5 G/s BASE-T} to go beyond 1 Gb/s with existing Cat5e and Cat6

« IEEE 802.1ba AV Bridging (AVE) built-in to provide better AV experience for including improved time
synchronization and QoS ‘

» Software support for IPv4 and IPv6 routing, multicast routing, modular Quality of Service (QoS), Flexibie
NetFlow (FNF), and enhanced security features

« Single universal Cisco 105® Software image across ali license levels, providing an easy upgrade path for
software features

= Cisco DNA services delivered through Cisco ONE ™ Software, providing simplified, high-value solutions with
license portability and flexibility

* Support for AES-256 with the powerful MACSEC 256-bit for SFP+ and Multigigabit models and 128-bit
encryption algorithm available on all models

+ Enhanced Limited Lifetime Warranty (E-LLW) with Next Business Day (NBD) advance hardware
replacement and S0-day access to Cisco Technical Assistance Center (TAC) support

Switch models and configurations

All switches ship with one of the five power supplies (350WAC, T15WAC, 750WAC, 1100WAC, or 440WDC)5.
Figures 1 through 4 show the Cisco Catalyst 3850 Series Switches.

Figure 1.  Cisco Catalyst 3850 Series Switches

2 Optional uplink modules are not supported on the 48-port 106G SFP+ switch model.,
? Compatible only with the 48-port RJ45 models and with the 12-port (or higher) 10 Gigabit capable models.

* Compatible anly with Cisco Catalyst 3850 Multigigahit and 24-port SFP+ switch models.
® The 48-port 106G SFP+ switch model will only support dedicated power supplies with front-fo-back and back-to-front
configurations.
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Figure 2.  Cisco Catalyst 3850 Series Switches with 12 and 24 1/10 Gigabit Ethernet SFP+ ports

Flgure 3.  Cisco Catalyst 3850 Series Switches with 12 and 24 1 Gigabit Ethernet SFP ports

Figure 4.  Cisco Catalyst 3850 Series Switches with 10 Gigabit Ethemet 48 porls

Tabie 1 shows the Cisco Catalyst 3850 Series configurations.

Table 1. Cisco Catalyst 3850 Series configurations

| Available ' POE budget StackWise-480 StackPower
| PoE power - with 1100W
| secondary PS

* Total 10/500/1000 or SFP or SFP+ i Default AC
poris power supply

WS-C3850-24T 24 350WAC -

48
WS-C3850-24P 24 PoE+ T15WAC 435W 1535W
WS-C3850-48P 48 PoE+
WS-C3850-48F 48 PoE+ 1100WAC 800w 1900W
WS-C3850-24U 24 UPCE 1100WAC 800W 1900W
WS-Caa50-48U 48 UPQE T100WAC 800wW 19000
WS-C3850-24XU 24 UPOE (100Mbps/1/2.5/510 Gbps)  1100WAC S80W 1680W
WS-C3850- 48 UPOE (with 12 100Mbps/1/2.5/5(10  1100WAC B30W 1730w
12X48U Ghps Ports)
WS-C3850-128 12 SFP 3IS50WAC
WS5.C3850-245 24 SFP
WS5.C33850-12XS 12 1/10G SFP+ 350WAC -
WS.C3850-24XS 24 110G SFP+ 715 WAC -
WS-C3850-48XS 48 110G SFP+ TS0WAC - No

{front to back)
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Network modules

The Cisco Catalyst 3850 Series Switches support five optional network modules for uplink ports. The default switch
configuration does not include the network module. At the time of switch purchase the customer has the flexibility
to choose from the network modules described in Table 2.

Figure 5 shows the following network moduies:

* 4 x Gigabit Ethernet with Small Form-Factor Pluggable (SFP) receptacles
» 2 x 10 Gigabit Ethernet with SFP+ or 4 x Gigabit Ethernet with SFP receptacles

* 4 x 10 Gigabit Ethernet with SFP+ receptacles (supported only on the 48-port Gigabit Ethernet models or on
the 12-port or higher 10 Gigabit Ethernet models)

Figure 5.  Network modules with four Gigabit Ethernet, two 10 Gigabit Ethernet SFP+, or four 10 Gigabit Ethemnet SFP+
interfaces

Figure 6 shows the following network medules:

= B x 10 Gigabit Ethemet with Small Form-Factor Pluggable+ (SFP+) receptacles
» 2 x40 Gigabit Ethernet with Quad Small Form-Factor Pluggable+ (QSFP+) receptacles

Figure 6.  Network modules with two 40 Gigabit Ethernet QSFP+ or eight 10 Gigabit Ethernet SFP+ interfaces

The C3850-NM-4-10G module is supported only on the 48-port Gigabit Ethernet models or on the 12-port or higher
10 Gigabit Ethernet models. The C3850-NM-8x10G and C3850-NM-2x40G modules are supported on the 24-
and 48-port multigigabit switches and also on the 24-pont 10G SFP+ switch model. The C3850-NM-4-1G and

C3850-NM-2-10G modules are not supported on the 12-port and 24-port SFP+ models.

Table 2. Network module compatibility matrix

: Network modules
WS-C3850-24T C3850-NM-4-1G, C3850-NM-2-10G
[ C3850-NM-4-1G, C3850-NM-2-10G, SRS
WS-C3850-24P C3850-NM-4-1G, C3850-NM-2-10G

WS-C3850-48P C3850-NM-4-1G, C3B50-NM-2-10G, C3850-NM-4-10G
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Model I Network medules

WS.C3850-48F C3B50-NM-4-1G, C3850-NM-2-10G, C3850-NM-4-10G

W5-C3850-24U C3850-NM-4-1G, C3850-NM-2-10G

WS-C3850-48U C3850-NM-4-1G, C3850-NM-2-10G, C3850-NM-4-10G

WS-C3850-24XU C3850-NM-4-1G, C3350-NM-2-10G, C3B50-NM-4-10G, C3350-NM-8-10G, C3B50-NM-2-40G
WS-C3850-12X480 C3850-NM-4-1G, C3850-NM-2-10G, C3850-NM-4-10G, C3B50-NM-8-10G, CIB50-NM-2-40G
WS-C3860-125 C3850-NM-4-1G, C3850-NM-2-10G

WS-C3850-248 C3850-NM-4-1G, C3850-NM-2-10G

WS-C3850-12XS C3850-NM-4-10G

W5-C3850-24XS C3850-NM-4-10G, C3850-NM-8-10G, C3850-NM-2-20G

WS-C3850-48XS None

An SFP+ receptacie supports both 10 Gigabit Ethernet and Gigabit Ethernet modules, allowing customers to use
their investment in Gigabit Ethernet SFP modules and upgrade to 10 Gigabit Ethernet when business demands
change without having to do a comprehensive upgrade of the access switch. In contrast, SFP receptacles can be
used only as Gigabit Ethernet ports, as shown in the examples in Table 3.

Table 3. Network module configuration examples

Interface opticns

Network module 10 Gigabit Ethernet SFP+ ports Gigabit Ethermet SFP ports
4 x Gigabit Ethernet 0 4
4 x Gigabit Etherneti2 x10 Glgabit Ethernet network modules 2 0
1 3
2 2
] 4
4 x Gigabit Ethernet§ - | o
0 4
2 2
3 1
1 3

Dual redundant modular power supplies
The Cisco Catalyst 3850 Series Switches support dual redundant power supplies.® The switch ships with one

power supply by default, and the second power supply can be purchased at the time of ordering the switch or ata
later time. If only one power supply is instalied, it should always be in power supply bay 1. The switch also ships
with three field-replaceable fans. (See Figure 7.)

€ The 48-port 106G SFP+ switch mode will only support dedicated power supplies with front-to-back and back-to-front
configurations.
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Figure 7.  Dual redundant power supplies

Table 4 shows the different power supplies available in these switches and available PoE power.

Table 4. Power supply models

Default power supply " Available PoE power

Model

24-port data switch FIETERT -
24-port PoE switch PWR-C1-715WAC 435W
48-port PoE switch

48-port full PoE switch PWR-C1-1100WAC BOOW
24-port UPOE switch PWR-C1-1100WAC BOOW
48-port UPOE switch

24-port Multigigabit UPOE switch PWR-C1-1100WAC 580W
48-port Multigigabit UPOE switch PWR-C1-1100WAC 630W
12-port SFP switch PWR-C1-350WAC -
24-part SFP switch

12-port SFP+ switch PWR-C1-350WAC -
24-port SFP+ switch PWR-C1-T158WAC -
48-port SFP+ switch (WS-C3850-48XS-S and PWR-C3-750WAC-R -
WS5-C3850-48XS-E)

48-port SFP+ switch (WS-C3850-48XS-FSand PWR-C3-750WAC-F -
WS-G3§50-48XS-F-E)

In addition to the power supplies listed in Table 5, a 440WDC power supply is available as a configuration option
and also as a spare (that is, it can be ordered separately) on all switch models. The DC power supply also delivers
PoE capabilities for maximum flexibility (refer to Table 6 for avaiable PoE budget with DC power supplies).

Customers can mix and match the AC and DC power supplies in the two available power supply slots. Any of these
power supplies can be installed in any of the switches.

Table 5. Available PoE with DC power supply

Model Numbar of 440WDC power supplies : Total available PoE budget
24-port PoE switch 1 220W
2 660W
48-port PoE switch 1 185W
2 625W
24-port Multigigabit UPOE switch 2 360W
48-port Multigigabit UPOE switch 2 410W

Page 6 of 38
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Power over Ethernet Plus {PoE+)

In addition to PoE (IEEE 802.3af), the Cisco Catalyst 3850 Saries Switches support PoE+ (IEEE 802, 3at standard),
which provides up to 30W of power per port. The Cisco Catalyst 3850 Series Switches can provide a lower Total
Cost of Ownership (TCO) for deployments that incorporate Cisco IP phones, Cisco Aironet®wireless LAN {(WLAN)
access points, or any |[EEE 802.3at-compliant end device. PoE removes the need for wall power to each PoE-
enabled device and eliminates the cost for additional electrical cabling and circuits that would otherwise be
necessary in IP phone and WLAN deployments. Table 6 shows the power supply combinations required for
different PoE needs.

Table 6. Power supply requirements for PoE and PoE+

24-port PoE switch | 48-port PoE switch

PoE on all ports (15.4W per port)  One PWR-C1-715WAC One PWR-C1-1100WAC or two PWR-C1-715WAC

PoE+ on all ports (30W per port)  One PWR-C1-1100WAC or two PWR-C1-716WAC  Two PWR-C1-1100WAC or one PWR-C1-1100WAC
and one PWR-C1-715WAC

Cisco Universal Power over Ethernet (Cisco UPQE)
Cisco UPCE (Table 7) is a breakthrough technology, offering the following services and benefits.

+ BOW per port to enable a variety of end devices such as Samsung VDI client, BT IP turret systems in trading
floors, Cisco Catalyst compact switches in retail/hospitality environments, personal Cisco TelePresence®
systems, and physical access control devices

« High availability for power and guaranteed uninterrupted services, a requirement for critical
applications (e211)

« Lowering OpEx by providing network resiliency at lower cost by consolidating backup power into
the wiring closet

+ Faster deployment of new campus access networking infrastructures by eliminating the need for a power
outlet for every endpoint

Table 7. Power supply requirements for Cisco UPOE

24-pert UPOE switch 48-port UPOE switch 24-port Multigigabit 48-port multigigabit

UPCE switch UPOE switch

UPOE (60W per portj on all  One PWR-C1-1100WAC Two PWR-C1-1100WAC  Two PWR-C1-1100WAC  Two PWR-C1-1100WAC
(24 port switch} ormax. 30  and one PWR-C1-T15WAC
ports (48 port switch)

Cisco Catalyst Multigigabit Ethernet technology

Cisco Multigigabit Ethernet is a unique Cisco innovation to the new Cisco Catalyst Ethernet access switches. With
the enormous growth of 802.11ac and new wireless applications, wireless devices are promoting the demand
ore network bandwidth. This creates a need for a technology that supports speeds higher than 1 Gbps on all
bling infrastructure. Cisco Multigigabit technology allows you to achieve bandwidth speeds from 1 Gbps throug
0 Gbps over traditional Cat 5e cabling or above. In addition, the Multigigabit ports on select Cisco Catalyst
witches support UPOE, which is increasingly important for next-generation workspaces and Internet of Things

oT) ecosystems.
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0 ——————

Cisco Multigigabit technology offers significant benefits for a diverse range of speeds, cable types, and PoE power.
The benefits can be grouped into three different areas:

+ Multiple speeds: Cisco Multigigabit technology supports autonegotiation of multiple speeds on switch
ports. The supported speeds are 100 Mbps, 1 Gbps, 2.5 Ghbps, and 5 Gbps on Cat 5e cable and up to 10
Gbps over Cat 6a cabling.

= Cable type: The technology supports a wide range of cable types, including Cat 5e, Cat 6, and Cat Ba or
above,

+ PoE power: The technology supports PoE, PoE+, and UPQE fer all the supported speeds and cable types.

For more information, visit httgs:llwww.cisco.comfc!enluslsolutionslentergrise-networkslcatalvst-multigigabit—
switching/index. htmi.

SD-Access architecture

What if you could give time back to IT? And provide network access in minutes for any user or device to any
application — without compromise?

Cisco Software-Defined Access (SD-Access) is the industry's first intent-based networking solution for the
enterprise, built on the principles of Cisco's Digital Network Architecture (Cisco DNA"'). SD-Access provides
automated, end-to-end segmentation to separate user, device, and application traffic without the need to redesign
the network. SD-Access automates user access policy so organizations can make sure the right policies are
established for any user or device with any application across the network. This is accomplished with a single
network fabric across LAN and WLAN, which creates a consistent user experience anywhere without
compromising on security.

Organizations have many challenges today in managing the network to drive business outcomes. These limitations
are due to manual configuration and fragmented tocl offerings. SD-Access provides:
» A transformational management solution that reduces operational expenses and enhances business agility
» Consistent management of wired and wireless network previsioning and policy

¢ Automated network segmentation and group-based policy

» Contextual insights for fast issue resoclution and capacity planning :
= Open and programmable interfaces for integration with third-party solutions
For an overview of key use cases that SD-Access addresses, refer to the SD-Access Solution Overview.
SD-Access licensing
(v}

To be able to benefit from the SD-Access architecture, you must purchase an add-on licensing package. Such
licensing package includes the Cisco DNA Essentials and Cisco DNA Advantage options. Add-on licenses have

be purchased for a 3-, 5-, (and hence are also known as term-based licenses). Product SKUs for these pack
are given in Table 10 below. .
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Ordering and managing licenses with smart accounts: Creating smart accounts by using the Cisco Smart
Software Manager (SSM) enables you to order devices and licensing packages and also to manage your software
licenses from a centralized website. You can set up Cisco SSM to receive daily email alerts and to be notified of
expiring add-on licenses that you want to renew. When the license term expires, you can either renew the add-on
license to continue using it or deactivate the add-on license and then reload the switch to continue operating with

the base license capabilities.

Note: You are net required to depioy Cisco DNA Center just to use one of the license packages.

Table 8 shows the features included in the Essentials and Advantage packages.

Table 8. Essentials and Advantage package features

Feature Cisco DNA Essentials i Cisce DNA Advantage
Day 0 network bring-up automation v '

Cisco Network Plug-and-Play application, network settings, device credentials

Elernent management v v

Discovery, inventory, topology, software image, licensing, and configuration

management

Elemant management X <

Patching

Network monitoring ' 4

Product Security Incident Response Team {PSIRT) compliance, end-of-lifefend-of-
sale reporting, telemetry quotient, client 360, device 360, top talkers/
NetFlow/straaming telemetry collection and comelation

Static QoS configuration and monitoring v 4
EasyQoS$ application

Policy-based automation X i
SD-Access, group-based policy for access, app prioritization, monitoring, and path

selection;

SD-Access with integrated wireless
Network assurance and analytics X '

Insights gained from analytics and machine learning for the network, clients and
applications that cover onboarding, connectivity, and performance

Table 9 shows the product 1Ds for these licenses.

Table 9. Essentials and Advantage package product IDs

i Product ID
12-port C3850-DNA-E-12
C3850-DNA-E-12-3Y
C3850-DNA-E-12-5Y
C3850-DNA-A-12
C3850-DNA-A-12-3Y

Description

C3850 DNA Essentials, 12-port term licenses
C3850 DNA Essentials, 12-port, 3-vear term license
C3850 DNA Essentials, 12-port, 5-year tarm license
C3850 DNA Advantage, 12-port term licenses
3850 DNA Advantage, 12-port, 3-year term iicense

© 2018 Ci

C3850-DNA-A-12-5Y

3850 DNA Advantage, 12-port, S-year term license

24-port C3850-DNA-E-24 C3850 DNA Essentials, 24-port term licenses
C3B50-DNA-E-24-3Y C3850 DNA Essentialg, 24-port, 3-year term license
C3850-DNA-E-24-5Y (3850 DNA Essentials, 24-port, 5-year term license
C3850-DNA-A-24 C3850 DNA Acivantage, 24-port term licenses

C3850-DNA-A-24-3Y
C3850-DNA-A-24-5Y

3850 DNA Advantage, 24-por, 3-year term license
3850 DNA Advantage, 24-port, 5-year term license

and/or its affiliates. All rights reserved. This document is Cisco Public Irformation.
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C3850-DNA-E-48-3Y
C£3850-DNA-E-48-5Y
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C3850 DNA Essentials, 48-port term licenses
C3850 DNA Essentials, 48-port, 3-year term license
C3850 DNA Essentials, 48-port, 5-year term license

C3850-DNA-A-48 3850 DNA Advantage, 48-port term licenses
C3850-DNA-A-48-3Y (3850 DNA Advantage, 48-port, 3-year term license
C3850-DNA-A-48-5Y C3850 DNA Advantage, 48-port, 5-year term license
Sparos Cas50-DNA-E-12= C3850 DNA Essentials, 12-port term licenses spare
C3850-DNA-A-12= C3850 DNA Advantage, 12-port term licenses spare
C3850-DNA-E-24= C3850 DNA Essentials, 24-port term licenses spare
G3850-DNA-A-24= C3850 DNA Advantage, 24-port term licenses spare
C3850-DNA-E-48= 3850 DNA Essentials, 48-port term licenses spare
C3850-DNA-A-48= C3850 DNA Advantage, 48-port term licenses spare

Benefits

Converged wired plus wireless access

The Cisco Catalyst 3850 is the first stackable access switching platform that enables wired plus wireless services
on a single Cisco 105 XE Software-based platform. With this, Cisco has pioneered a host of rich capabilities such
as high availability based on Stateful Switchover (SS0O) on stacking, granular QoS, security, and Flexible NetFlow
(FNF) across wired and wireless in a seamless fashion. Also, the wired plus wireless features are bundled into a
single Cisco 10S Software image, which reduces the number of software images that users have to qualify/certify
before enabling them in their network. The single console port for Command-Line Interface (CLI) management
reduces the number of touch points to manage for wired plus wireless services, thereby reducing network
complexity, simplifying network operations, and lowering the TCO to manage the infrastructure.

Converged wired plus wireless not only improves wireless bandwidth across the network but alsc the scale of
wireless deployment. Each 48-port Cisco Catalyst 3850 provides 40 Gbps of wireless throughput (20 Gbps on the
24-port/12-port models). This wireless capacity increases with the number of members in the stack. This makes
sure that the network can scale with current wireless bandwidth requirements, as dictated by IEEE 802.11n-based
access points and with future wireless standards such as IEEE 802.11ac. Additionally, the Cisco Catalyst 3850
distributes the wireless controller functions to achieve better scalability. Each Cisco Catalyst 3850 switch/stack can
operate as the wireless controller in two modes (Figure 8):

« Mobility Agent (MA): This is the default mode in which a Cisco Catalyst 3850 switch ships. In this mode
the switch is capable of terminating the CAPWARP tunnels from the access points and providing wireless
connectivity to wireless clients. Maintaining wireless client databases and configuring and enforcing security
and QoS policies for wireless clients and access points can be enforced in this mode. No additional license
on top of IP Base is required to operate in the mobility agent mode.

+ Mobility Controller (MC): In this made, the Cisco Catalyst 3850 switch can perform all the mobility agen
tasks in addition to mobility coordination, Radio Resource Management (RRM), and Cisco CleanAir®
coordination within a mobility subdemain. The mobility controller mode can be enabied on the switch CLI.
IP Base license level is required when the Cisco Catalyst 3850 switch is acting as the mobility controller.
A centrally located Cisco 5508 Wireless LAN Controller (WLC £508), Cisco Wireless Services Module 2
(WiSM2) (when running AireOS Version 7.3), and Wireless LAN Controller 5760 can alse perform this rol
for larger deployments.

Page 10 of 38

© 2018 Cisdo and/or its affiliates. All rights reserved. This document is Cisco Public Information,




CONTRATO NO. 18/CA/015/INVIDF

» With mobility agents located in the wiring closets providing 40 Gbps of wircless per 48-port Gigabit Ethernet
RJ45 switch (n x 40 Gbps for a stack of n switches) and mobility controllers managing some of the central
wireless functions, the converged access-based wireless deployment provides best-in-class scalability for
wireless and significantly improved wireless throughput.

Figure 8.  Mobility Centroller {(MC) and Mobility Agent (MA)

New

WLC 5760
or

WLC 5508
or

WiSM2

— AP CAPWAP Tunnels === Mobility Tunnels

For more information about Converged Wired plus Wireless Access, refer to the Q&A document here:
hitps:/iwww.cisco com/c/dam/en/us/products/coltateral/switches/catalyst-3850-series-switches/cisco-catalyst-3850-

series-switches-fag.pdf.

Distributed intelligent services

Fiexible NetFlow (FNF)

Full visibility into the wired plus wireless traffic is achieved because of the access point Controt and Provisioning
Wireless Access Points (CAPWAP) tunnel termination on the switch. This helps identify users and user traffic flo
in order to identify potential attackers and take corrective action at the access layer before the attack penetrates
further into the network. This is achieved using FNF, which monitors every single flow entering and exiting the
switch stack for wired and wireless users. It also helps identify the top wired/wireless talkers and enforce
appropriate bandwidth provisioning policies.
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QoS

The Cisco Catalyst 3850 switch has advanced wired plus wireless QoS capabiliies. It uses the Cisco modular QoS
command line interface (MQC). The switch manages wireless bandwidth using unprecedented hierarchical
bandwidth management starting at the per-access-point level and drilling further down to per-radio, per-service set
identification (SSID), and per-user levels. This helps manage and prioritize available bandwidth between various
radios and various SSIDs (enterprise, guest, and so on) within each radio on a percentage basis. The switch is
also capable of automatically allocating equal bandwidth among the connected users within a given SSID. This
makes sure that all users within a given SSID get a fair share of the available bandwidth while being connected to
the network. The UADP ASIC enables the hierarchical bandwidth management and fair sharing of bandwidth,
thereby providing hardware-based QoS for optimized performance at line-rate traffic.

In addition to these capabilities, the switch is able to do Class of Service (CoS) or Differentiated Services Code
Point (DSCP) based queuing, policing, shaping, and marking of wired plus wireless traffic. This enables users to
create common policies that can be used across wired plus wireless traffic. The Cisco Catalyst 3850 also supports
downloadable policy names from the Cisco Identity Services Engine (ISE) when a user successfully authenticates
to the network using the ISE.

Security

The Cisco Catalyst 3850 provides a rich set of security features for wired plus wireless users. Features such as
IEEE 802.1x, port security, Dynamic Host Configuration Protocol (DHCP) Snooping and Guard, Dynamic ARP
Inspection, RA Guard, IP Source Guard, Control Plane Protection (CoPP), Wireless Infrusion Prevention Systems
(WIPSs), and so on enable protection against unauthorized users and attackers. With a variety of wired plus
wireless users connecting to the network, the switch supports session-aware netwarking, in which each device
connected to the network is identified as one session, and unigue Access Control Lists (ACLs) and/or QoS policies
can be defined and applied using the ISE for each of these sessions, providing better control on the devices
connecting to the network.

AES-256 MACsec encryption is the IEEE 802.1AE standard for authenticating and encrypting packets between
switches and endpoints. The Cisco Catalyst 3850 Series switches support 256-bit {(SFP+ and Multigigabit models
only) and 128-bit Advanced Encryption Standard (AES) on all ports at all speeds, providing the most secure link
encryption.

Resiliency
Cisco StackWise-480 technology [
Cisco StackWise-480 technology is built on the highly successful industry-leading StackWise® technology, which is

a premium stacking architecture’. Stack\Wise-480 has a stack bandwidth of 480 Gbps. StackWise - 480 uses Cisco
108 Software SSO for providing resiliency within the stack. The stack behaves as a single switching unit that is
managed by an “active” switch elected by the member switches.

The active switch automatically elects a standby switch within the stack. The active switch creates and update
the switching/routing/wireless information and constantly synchronizes that information with the standby switch
the active switch fails, the standby switch assumes the role of the active switch and continues to the keep the st
operational. Access points continue to remain connected during an active-to-standby switchover.

|
!

7 StackWise and StackPower technologies are not supported on the 48-port SFP+ switch model.
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A working stack can accept new members or delete old ones without service interruption. StackWise-480 creates a
highly resilient single unified system of up to nine switches, providing simplified management using a single IP
address, single Telnet session, single CL!, autoversion checking, autoupgrading, autocenfiguration, and more.
StackWise-480 also enables local switching in Cisco Catalyst 3850 Series Switches.

Cisco StackPower technology

The Cisco Catalyst 3850 Series uses the Cisco StackPower® technology present on the Cisco Catalyst 3850
Series. StackPower is an innovative power interconnect system that allows the power supplies in a stack to be
shared as a common resource among all the switches. Cisco StackPower unifies the individual power supplies
installed in the switches and creates a pool of power, directing that power where it is needed. Up to four switches®
can be configured in a StackPower stack with the special connector at the back of the switch using the StackPower
cable, which is different than the StackWise-480 cables. (See Figure 9.)

Figure 9.  Stack\Wise-480 and StackPower connectors

StackPower can be deployed in either power-sharing mode or redundancy mode. In power-sharing mode, the

power of all the power supplies in the stack is aggregated and distributed among the switches in the stack. In

redundant mode, when the tetal power budget of the stack is calculated, the wattage of the largest power supply is

not included. That power is held in reserve and used to maintain power to switches and attached devices when one

power supply fails, enabling the network to operate without interruption. Following the failure of one power supply, LL
the StackPower mode becomes power sharing.

StackPower allows custormers to simply add one extra power supply in any switch of the stack and either provide
power redundancy for any of the stack members or simply add mare power to the shared pool. StackPower
eliminates the need for an external redundant power system or installation of duai power supplies in all the
members. StackPower is available in LAN Base license level (or higher). For LAN Base, cables need to be
purchased separately.

® StackPower is not supported on the 48-port 10G SFP+ swilch model.
? Up to nine switches are supported in a star configuration with XPS-2200.
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© 2018 Cj

Foundation for Open Network Environment

The heart of the Cisco Catalyst 3850 is the UADP ASIC with programmability for future features and intelligence
with investment protection. The new ASIC provides the foundation for converged APls across wired and wireless,
Cisco Open Network Environment, Software-Defined Networking (SDN) readiness, and OnePK SDK through
software updates over the product lifetime.

Software features and services on Cisco Catalyst 3850 Series Switches
Software services supported on the Cisco Catalyst 3850 Series Switches can be classified into five broad
categories:

+ Ease of operations

« Advanced security features

+ Resiliency

» Application visibility and control

» Audio Video Bridging

Ease of operations
The Cisco Catalyst 3850 helps reduce the operating costs through:

+ Cisco Catalyst SmartOperations
» Fasy-to-use deployment and control features
« Efficient switch operations

» Network management tools

Cisco Catalyst SmartOperations

Cisco Catalyst SmartOperations is a comprehensive set of capabilities that simplify LAN deployment, configuration,
and troubleshooting. In addition to adaptive, always-on technolcgies such as StackWise-480 and StackPower,
Cisco Catalyst SmartOperations enable zero-touch installation and repiacement of switches, fast upgrade, and
ease of troubleshooting with reduced operational cost. Features includes Smart Install, Auto Smartports, Smart
Configuration, and Smart Troubleshooting to enhance operational excellence:

¢ Cisco Smart Install is a transparent plug-and-play technology 1o configure the Cisco I0S Software image
and switch configuration without user intervention. Smart Install utilizes dynamic IP address allocation and
the assistance of other switches to facilitate installation, providing transparent network plug and play.

» Cisco Auto Smartports provide automatic configuration as devices connect to the switch port, allowing
autodetection and plug and play of the device onto the network.

» Cisco Smart Troubleshooting is an extensive array of debug diagnostic commands and system health
checks within the switch, including Generic Online Diagnostics {GOLD) and Onboard Failure Logging
(OBFL).

« Embedded Event Manager (EEM) is a powerful and flexible feature that provides real-time network even
detection and onboard automation. Using EEM, customers can adapt the behavior of their network devi
to align with their business needs. This feature requires the |P Base feature set.
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Easy-to-use deployment and control features
s User experience;

L

o

IP Service-Level Agreements (SLAs) enable customers to assure new business-critical IP applications,
as well as IP services that utilize data, voice, and video, in an IP network. This feature requires the IP
Services feature set.

DHCP autoconfiguration of multiple switches through a boot server eases switch deployment.
Autornatic QoS {AutoQoS) simplifies QoS configuration in Voice over IP {VolP) networks by issuing
interface and global switch commands to detect Cisco IP phones, classify traffic, and help enable egress
queue configuration.

Autonegotiation on all ports automaticaliy selects half- or fuli-duplex transmission mode to optimize
bandwidth.

Automatic media-dependent interface crossover (MDIX) automatically adjusts transmit and receive pairs
if an incorrect cabie type (crossover or straight through) is installed.

AV Bridging provides reliable time synchronized transmission with no pops or clicks or video dropouts.

+ Simplified configuration and connectivity:

@

@

Dynamic Trunking Protocol (DTP) facilitates dynamic trunk configuration across all switch ports.

Port Aggregation Protocol {PAgP) automates the creation of Cisco Fast EtherChanne! groups or Gigabit
EtherChannel groups to link to ancther switch, router, or server.

Link Aggregation Control Protocol (LACP) allows the creation of Ethernet channeling with devices that
conform to IEEE 802.3ad. This feature is similar to Cisco EtherChannel technology and PAgP.
Unidirectional Link Detection Protocol (UDLD) and aggressive UDLD allow unidirectional links caused by
incorrect fiber-optic wiring or port faults to be detected and disabled on fiber-optic interfaces.

Cisco VLAN Trunking Protocol (VTP} Version 3 supports dynamic VLANs and dynamic trunk
configuration across all switches.

AV Bridging provides reliable A/V streaming without the need for the installer to perform extensive hand
tuning of the network.

» Efficient switch operation:

&

Memory (TCAM) allocation to the desired features based on deployment-specific requirements.

Switching Database Manager (SDM) templates, VLAN template (specific to LAN Base license level), and
advanced template aflow the administrator to automatically optimize the Ternary Content-Addressable
Local proxy Address Resolution Protocol (ARP) works in conjunction with private VLAN edge to minimize
broadcasts and maximize available bandwidth.

Stacking master configuration management with Cisco StackWise-480 technology helps make sure that

all switches are automatically upgraded when the master switch receives a new software version.
Automatic software version checking and updating help ensure that all stack members have the same
software version.

Trivial File Transfer Protocol (TFTP} reduces the cost of administering software upgrades by
downioading from a centralized location.

Network Timing Protocol (NTP) provides an accurate and consistent timestamp to all intranet switches
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.

o Multicast:

° Optimized multicast for wired plus wireless: Cisco Catalyst 3850 offers greater multicast efficiency by
receiving only one multicast stream and replicating it for all connected wired plus wireless devices
connected to that switch.

¢ Internet Group Management Protocol (IGMP) v1, v2, v3 snooping for IPv4: Multicast Listener Discovery
(MLD} v1 and v2 snooping provides fast client joins and leaves of multicast streams and limits
bandwidth-intensive video traffic to oniy the requestors.

» Monitoring:
°* Remote Switch Port Analyzer (RSPAN) allows administrators to remotely monitor ports in a Layer 2
switch network from any other switch in the same network.

¢ Forenhanced {raffic management, monitoring, and analysis, the Embedded Remote Monitoring (RMON)
software agent supports four RMON groups (history, statistics, alarms, and events).

® Layer 2 traceraute eases troubleshooting by identifying the physical path that a packet takes from source
to destination.

+ Wireless RF management provides both real-time and historical information about RE interference
affecting network performance across controllers using systemwide Cisco CleanAir technology
integration.

Efficient switch operation

Cisco Catalyst 3850 Series Switches, designed and engineered by Cisco, provide optimum power-saving, EEE
{on RJ45 ports), low-power operations for industry best-in-ciass power management and power consumption
capabilities. The Cisco Catalyst 3850 ports are capable of reduced power modes so that ports not in use can move
into a lower power utilization state. Other efficient switch operation features are:

+ Cisco Discovery Protocol Version 2 allows the Cisco Catalyst 3850 Series Switches to negotiate a more
granular power setting when connecting to a Cisco powered device such as IP phones or access points
than what is provided by IEEE classification.

» Per-port power consumption command allows custorrers to specify maximum power setting on an individual
port. Per-port PoE power sensing measures actual power being drawn, enabling more intelligent control of
powered devices.

= The PoE MIB provides proactive visibility into power usage and allows customers to set different power-
level thresholds.

Environmental responsibility
Organizations may choose to turn off access point radios to reduce power consumption during off-peak hours.
The integrated wireless LAN controller avoids the deployment of additional devices in the network.

Network management tools

The Cisco Catalyst 3850 Series Switches offer both a superior CLI for detailed configuration and Cisco Prime™
infrastructure for unified wired plus wireless management. Prime infrastructure provides day 0 and ongoing
provisioning, ongoing monitoring and maintenance, configuration templates, and device and user 360-degree
views and serves as the FNF collector for user traffic views using the Prime Assurance Manager module.

Far detailed information about Cisce Prime infrastructure, go to
hitps/iwww, cisco.comien/US/products/ps1223%index. hitmi.
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Advanced Security Features
Cisco Catalyst 3850 Series Switches support advanced security features including but not limited to:

+ Protection against attackers:

= Port security secures the access to an access or trunk port based on MAC address. It limits the number
of learned MAC addresses to deny MAC address flooding.

° DHCP snooping prevents malicious users from spoofing a DHCP server and sending out bogus
addresses. This feature is used by other primary security features to prevent a number of other attacks
such as ARP poisoning.

« Dynamic ARP inspection (DAI) helps ensure user integrity by preventing malicious users from exploiting
the insecure nature of ARP.

¢ P source guard prevents a malicious user from spoofing (that is, taking over) another user's IP address
by creating a binding table between the client's IP and MAC address, port, and VLAN, and by using it to
selectively biock bogus packets.

* The Unicast Reverse Path Forwarding (uRPF} feature helps mitigate problems caused by the
introduction of malformed or forged (spoofed) IP source addresses into a network by discarding IP
packets that lack a verifiable I[P source address.

* Bidirectional data support on a SPAN port allows the Cisco Intrusion Detection System (IDS) to take
action when an intruder is detected.

+ User authentication:

¢ Flexible authentication that supports multiple authentication mechanisms, including 802.1X, MAC
authentication bypass, and web authentication using a single, consistent configuration.

> RADIUS change of authorization and downloadable calls for comprehensive policy management
capabilities.

¢ Private VLAN edge restricts traffic between hosts in a switch by segregating traffic at Layer 2, turning a

broadcast segment into a nonbroadcast multiaccess-like segment. Private VLAN edge provides security
and isolation between switch ports, which helps ensure that users cannot snocp on other userg’ traffic.

* Multidomain authentication allows an IP phone and a PC to authenticate on the same switch port while

placing them on appropriate voice and data VLAN. .
* MAC address notification allows administrators to be notified of users added to or removed from the

network.
° Mobility and security for secure, reliable wireless connectivity and consistent end-user experience.

Increased network availability through proactive blocking of known threats.
° IGMP filtering provides multicast authentication by filtering out nonsubscribers and limits the number of
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= Cisco security VLAN ACLs on all VLANs prevent unauthorized data flows from being bridged within
VEANS.

= Cisco standard and extended IP security router AGLs define security policies on routed interfaces for
control-plane and data-plane traffic. IPv& ACLs can be applied to filter IPv8 traffic.

= Port-based ACLs for Layer 2 interfaces allow security policies to be applied on individual switch ports!
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» Device access:
= Secure Shell (SSH) Protocol, Kerberos, and Simple Network Management Protocol Version 3
(SNMPv3) provide netwark security by encrypting administrator traffic during Telnet and SNMP sessions.
S5H Protocol, Kerberos, and the cryptographic version of SNMPv3 require a special cryptographic
software image because of U.S. export restrictions.
e TACACS+ and RADIUS authentication facilitates centralized control of the switch and restricts
unauthorized users from altering the configuration.
° Multilevel security on console access prevents unauthorized users from aitering the switch configuration.
s Bridge Protocal Data Unit (BPDU) Guard shuts down Spanning Tree PortFast-enabled interfaces when
BPDUs are received to avoid accidental topology loops.
« Spanning Tree Root Guard (STRG) prevents edge devices not in the network administrator's control from
becoming Spanning Tree Protacol root nodes.

+ Wireless end-to-end security offers CAPWAP-compliant DTLS encryption to make sure of encryption
between access points and controllers across remote WAN/LAN links.

Resiliency

Borderless networks enable enterprise mobility and business-grade video services. Industry’s first unified network
{wired plus wireless) location services enable tracking of mobile assets and the users of those assets for both
wired plus wireless devices. The frue borderless experience is enabled by the following feature sets in the Cisco
Catalyst 3850 Series Switches:

« High availability
+ High-performance IP routing

+ Superior QoS

High availability
In addition to StackWise-480 and StackPower,'® the Cisco Catalyst 3850 Series supports high-availability features
including but not limited to the following:

» Cross-Stack EtherChannel provides the ability to configure Cisco EtherChannel technalogy across different
members of the stack for high resiliency,

» Flexlink provides link redundancy with convergence time less than 100ms.

+ |EEE 802.1s Multiple Spanning Tree Protocol (MSTP) provides rapid spanning-tree convergence
independent of spanning-tree timers and also offers the benefit of Layer 2 load balancing and distributed
processing.

e Per-VLAN Rapid Spanning Tree (PVRST+) allows rapid spanning-tree (IEEE 802.1w) reconvergence on a
per-VLAN spanning-tree basis, providing simpler canfiguration than MSTP. In both MSTP and PVRST+
maodes, stacked units behave as a single spanning-tree node.

+ Switch-port autorecovery (“err-disable” recovery) automatically attempts to reactivate a link that is disabied
because of a network error.

'° StackPower is not supported on the 48-port 10G SFP+ switch model.
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High-performance IP routing
The Cisco Express Forwarding hardware routing architecture delivers extremely high-performance iP routing in the
Cisco Catalyst 3850 Series Switches:

« [P unicast routing protocols (static, Routing Infermation Protocol Version 1 [RIPv1], and RIPv2, RIPng,
Enhanced Interior Gateway Routing Protocol [EIGRP] stub} are supported for small-network routing
applications with the IP Base feature set. Limited static routing with the LAN Base feature set. Equal-cost
routing facilitates Layer 3 load balancing and redundancy across the stack.

+ Advanced IP unicast routing protocols {Open Shortest Path First [OSPF], EIGRP, Border Gateway Protocol
Version 4 [BGPv4], and Intermediate System-fo-Intermediate System Version 4 [IS-1Sv4]) are supported for
load balancing and constructing scalable LANs. IPv6 routing (OSPFv3, EIGRPvE) is supported in hardware
for maximurm performance. OSPF for routed access is included in the IP Base image. The IP Services
feature set is required for full OSPF, EIGRP, BGPv4, and IS-ISv4.

» Policy-Based Routing (PBR) allows superior control by facilitating flow redirection regardiess of the routing
protocol configured. The IP Base feature set is required for PBR. Virtual Routing and Forwarding (VRF)-Lite
enables a service provider to support two or more VPNs, with overlapping |P addresses. The IP Services
feature set is required for VRF-Lite.

* Protocol-Independent Multicast {PIM) for IP multicast routing is supported, including PIM Sparse Mode
(PIM-SM), PIM Dense Mode (PIM-DM), PIM sparse-dense mode, and Source-Specific Multicast (SSM).
The IP Services feature set is required.

» |Pv6 addressing is supported on interfaces with appropriate show commands for monitoring and
troubleshooting.

Superior QoS

The Cisco Catalyst 3850 Series offers Gigabit Ethernet speed with intelligent services that keep traffic flowing
smoothly, even at 10 times the nomal network speed. Industry-leading mechanisms for cross-stack marking,
classification, and scheduling deliver superior performance for data, voice, and video traffic, all at wire speed.

The following are some of the QoS features supported in the Cisco Catalyst 3850 Series Switches:

* Granular wireless bandwidth management and fair sharing use Cisco's proven Cisco 108 Software and
UADP ASIC technology to provide hierarchical bandwidth management at line rate {per access point, per
radio, per SSID, per client-based policies). Fair sharing across the users within an SSID makes sure that no
single user is starved because of other heavy-hitting users. Fair sharing is automatically enabled for
wireless at user level as well as SSID level.

» 802.1p CoS and DSCP field classification is provided, using markiné and reclassification on a per-packet
basis by source and destination IP address, MAC address, or Layer 4 Transmission Control Protocol/User
Datagram Protocol {TCP/UDP) port number.

» Shaped Round Robin (SRR) scheduling helps ensure differential prioritization of packet flows by intelligentl
servicing the ingress queues and egress queues. Weighted Tail Drop (WTD) provides congestion
avoidance at the ingress and egress queues before a disruption occurs. Strict priority queuing helps ensure
that the highest priority packets are serviced ahead of all other traffic.

» The Cisco Committed Information Rate {CIR) function provides bandwidth in increments as low as 8 Kbps.
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» Rate limiting is provided based on source and destination IP address, source and destination MAC address,
Layer 4 TCP/UDP information, or any combination of these fields, using QoS ACLs (IP ACLs or MAC
ACLs), class maps, and policy maps.

» Eight egress queues per port for wired traffic and four egress queues for wireless help enable differentiated
management of different traffic types across the stack for wired traffic. Up to 2000 aggregate policers are
available per switch.

Application visibility and control using Flexible NetFlow

Cisco 108 Software FNF is the next generation in flow visibility technology, allowing optimization of the network
infrastructure, reducing operation costs, and improving capacity planning and security incident detection with
increased flexibility and scalability. The Cisco Catalyst 3850 provides optimized application visibility with FNF
across wired plus wireless. The switch is capable of up to 48,000 flow entries on 48-port models and up te 24,000
flow entries on 12-port and 24-port models across wired plus wireless. With UADP ASIC, Cisco Catalyst 3850
delivers next-generation flow technology with unprecedented flexibility and comprehensive visibility extending from
Layer 2 (MAC and VLAN} to Layer 4 {TCP/UDP) flags and so on across wired plus wireless traffic. The Cisco
Catalyst 3850 switch is medianet capable to provide visibility and troubleshooting capabiliities across wired plus
wireless video traffic. Specific medianet features will be enabled in future software updates.

The flow data collected by FNF can be exported to an external collector for analysis and reporting or tracked by the
EEM. The Cisco Catalyst 3850 enables powerful on-box and customizable event correlation and policy actions with
EEM, allowing the switches to trigger customized event alarms or policy actions when the predefined condition is
met. With no external appifance required, customers are able to use existing infrastructure to perform traffic
monitoring, making traffic analysis economical even on a large IP network.

Details about Cisco FNF are available at
hitps://www . cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6555/ps6601/ps6965/product data sheet0900aec

9804b590b. htmi,

High-performance video over wireless integrates Cisco VideoStream technology to optimize the delivery of video
applications across the WLAN.,

Wiired plus wireless IP telephony supports unified communications for improved collaboration through messaging,
presence, and conferencing and supports all Cisco Unified Communications wireless IP phones for cost-effective,
real-time voice service.

Audio video bridging
With Cisco I0S® XE Software Release 16.3, Cisco Catalyst 3850 Multigigabit and 3850 10G SFP+ now support the
IEEE 802.1 AVB standard. This standard provided the means for highly reliable delivery of low-latency, time-
synchronized AV streaming services through Layer 2 Ethernet networks. The standard also makes it easier to
integrate new services and for AV equipment from different vendors to interoperate. Whether the AV endpoint
connections are analog or are inflexible digital one to one, the network transport enables many-to-many
transparent plug-and-play connections for multiple AV endpoints.
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Benefits

= Improves quality of experience by lowering jitter and [atency for time-synchronized delivery of high-quality
AV

+ Provides scalability of applications across networked deployments, including expansive and complex
AV infrastructure

= Lowers Total Cost of Ownership (TCO) with reduced cabling (lowers CapEx) and no license fees

(lowers OpEx)
"For more details about AVB and specific models supported, check hitps:/fwww cisco.com/go/avb.

Deployment options

Campus

in a campus-type deployment, operating the Cisco Catalyst 3850 in the mobility agent mode and centralizing the
mobility controller functionality in a WLC 5760, WLC 5508, or WiSM2 helps achieve better scalability and
performance. The Cisco Catalyst 3850 provides CAPWAP termination for access points, uniform policy
enforcement for wireless clients, better wireless bandwidth, and uniform Cisco 10S Software-based configuration
and monitoring for wired plus wireless features. The mobility controller pravides central mobility, RRM, and
CleanAir coordination.

Backward compatibility with traditional centralized wireless deployment mode on the WLC 5508, WiSM2, and WLC
5760 helps ensure that custormers can migrate to the Cisco Catalyst 3850-based converged access approach in
phases, providing a continued controller for existing access points. This migration also provides investment
protection on the existing wireless controller infrastructure. A phased adoption of the new Cisco Catalyst 3850
helps ensure that migration to the converged access mode of wireless is seamless. Figure 10 shows a Cisco
Catalyst 3850 Series Switch in a campus-type deployment.

f
_
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Figure 10. Mobility Controller (MC) and Mobility Agent (MA)
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m— AP CAPWAP Tunnels === Mobility Tunnels

Branch

The Cisco Catalyst 3850 is optimized for branch deployments when it operates in mobility controller mode. In this
mode, net only can the switch terminate CAPWAP tunnels from the access points and provide client connectivity, it ﬁ

can also manage mobility within the branch. This eliminates the need for a local controller in every branch in

addition to the access-layer switches. Also, complete visibility into the wired plus wireless traffic means that the
WAN router can prioritize the right wired plus wireless traffic in and out of the branch. Figure 11 shows a Cisco

Catalyst 3850 in a branch access type deployment.
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Figure 11. Deploying the Cisco Catalyst 3850 Series for branch access
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The new 12-port and 24-port SFP+ or 8FP-based Cisco Catalyst 3850 models as well as the nonstackable 48-port
SFP+ model can also be used in the branch to aggregate traffic from smaller access switches through fiber links for
more secure and EMI-sensitive deployments {Figure 12).

Figure 12. Deploying mixed copper and fiber connections with a Cisco Catalyst 3850 stack in the branch

= Twisted Palr —— Flber
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Cisco Catalyst 3850 Series specifications
Switch performance
Table 10 shows the Cisco Catalyst 3850 Series Switches performance specifications.

Table 10.  Cisco Catalyst 3850 Series performance specifications

92 Gbps on 24-port Gigabit Ethernet model

68 Gbps on 12-port Gigabit Ethernet model

§40 Gbps on 24-port Multigigabit Ethernet model”

472 Gbps on 48-port Mutltigigabit Ethernet mode|

1280 Gbps on 48-port 10 Gigabit Ethernet SFP+ model”

640 Gbps on 24-port 10 Gigabit Ethernet SFP+ mode!”
320 Gbps on 12-port 10 Gigabit Ethemet SFP+ model”

|
Stacking bandwidth EE |

Total number of MAC addresses ERESl
Total number of IPv4 routss (ARP plus leamed routes)  EEER
FNF ontries 48,000 flow on 48-port Gigabit Ethernet models

24,000 flows on 12-port and 24-port Gigabit Ethemet models
96,000 flows on 48-port 10 Gigabit Ethernet SFP+ model
48,000 flows on 24-port 10 Gigabit Ethernet SFP+ model
24,000 flows on 12-port 10 Gigabit Ethernet SFP+ model

DRAM 4 GB (8 GB on 48-port SFP+ model)

Flash 2 GB {4 GB on 12-port and 24-port SFP+ models, 8 GB on 48-port SFP+ model)

VLAN IDs s

Total Switched Virtual Interfaces (SVis) 1,000

Jumbo frame 9198 byles

Total routad ports per 3850 stack 208

Wireless

Number of access points per switch/stack 100

Number of wireless clients per switchistack 2000

Total number of WELANS per switch 64

Wirelass bandwidth per switch Up to 40 Ghps on 48-port Gigabit Ethemet model
Up to 20 Gbps on 24-port Gigabit Ethemet model

Supported Aironet access point series 3600, 3500, 2600, 1600, 1260, 1140, 1040

Forwarding rate of switch models {with'2 x 10 Gigabit + 2 x 1 Gigabit Ethernet uplinks for 12-port and 24—port models and 4 x 10 Glgablt

Ethernet uplinks for 48-port models)

Model Forwarding rate

WS-C3850-128 50.5 Mpps

WS-C3850-24T 88.4 Mpps

WS-C3850-24P

WS-C3850-245

o] [

WS-C3850-48P

WS-C3850-48F

WS-C3850-24XU 500 Mpps (80B packets)

WS-C3850-12X48U 450 Mpps (64B packets)
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Perfarmance numbers for all switch models

WS-C3850-12XS 227.28 Mpps
WS-C3850-24XS 454 .55 Mpps
WS-C3850-48XS 909 Mpps

Dimensions, weight, acoustic, mean time between failures, and environmental range
specifications for Cisco Catalyst 3850 Series Switches

Table 11 shows dimensions, weight, acoustic, Mean Time Betwaen Failure (MTBF), and environmental range.
Weight does not include an uplink FRU. Weight includes the chassis assembly as it is shipped (with fans), one
power supply and, and one power supply slot blank.

Table 11.  Dimensions, weight, acoustic, MTBF, and environmental range™

Dimensions (H x W x D) Inches Centimeters
WS-C3850-125 1.75x 17.5x17.7 445 x44.5x450
WS-C3850-245

WS5-C3850-24T

WS5-C3850-24P

WS-C3850-48T

WS-C3850-48P

WS.-C3850-48F 1.75x17.5x19.2 445 44.5 % 48,8
WS-C3850-48U

WS-C3850-240

WS-C3850-24XU

WS-C3850-12X48U

WS-C3850-12XS 1.75x17.5x17.7 445X 44.5x%45.0
WS-C3860-24X5

WS-C3850-48X5 176 x17.5x 201 4.45 X 44.5 x 511
Weight Paunds Kiloegrams
WS-C3850-128 15.48 7.02
WS-C3850-245 156.5 7.03
WS-C3850-24T 15.9 7.2
WS-C3850-24P 18,3 7.4
WS5-C3850-24U 16.5 7.5
W5-C3850-48T 17.0 7.7

WS-C3850-48P 17.4 7.9
WS-C3860-48F 17.6 8.0
WS-C3850-48U 17.6 8.0
WS.-C3850-24XU 1786 8.0
WS-C3850-12X48U 1786 8.0

WS-C3850-12XS 12.9 5.8
WS-C3850-24XS 135 6.1
WS-C3850-48XS 16.42 7.45
C3850-NM4-1G 0.66 0.30
C3850-NM-2-10G 0.71 0.32

™ Additional information about the 48-port SFP+ model will be provided at time of shipment.
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® 2018 Ciseqg

C3850-NM-4-10G 0.75 0.34
C3850-NM-8-10G 0.74 0.34
C3850-NM-2-40G 0.62 0.28
WS-C2850-128 315,840

WS5-C3850-248 300,760

WS-C3850-24T 303,230

WS-C3850-24P 269,450

WS-C38560-24U 237,310

WS-C3850-48T 303,660

WS-Cig50-48P 241,050

WS-C3850-48F 241,050

WS-C3850-48U 205,110

WS-C3850-24XU 203,150

WS-C3850-12X48U 202,030

WS-C3850-12XS 371,440

WS-C3850-24XS 307,980

WS-C3850-32XS 307,990

W5-C3850.48XS 286,900

PWR-C1-350WAC 580,710

PWR-C1-715WAC 664,055

PWR-C1-1100WAC 392,174

PWR-C1-440WDC 469,350

C3850-NM-4-1G 7,052,100

CI850-NM-2-10G 4,315,970

C3850-NM-4-10G 3,835,330

C3850-NM-8-10G 6,544,410

C3850-NM-2-40G 9,303,100

Environmental ranyes

With AC power supply
Operating environment and altitude

With DC power supply
Operating environment and altitude (NEBS)
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Normal operating temperature” and altitudes:
® -5°C to +45°C, up to 5000 feet (1500m)
® .5°C to +40°C, up to 10,000 feet (3000m)
" Minimum ambient temperature for cold start is 32°F (0°C)
Shart-term’ exceptional conditions:
s -5°C to +50°C, up to 5000 feet (1500m)
® .5°C to +45°C, up to 10,000 feet {3000m)
¢ .5°C to +45°C, at sea level with single fan failure
" Not more than following in one-year period: 98 consecutive hours, or 360 hours total, or 15

occurrences, .

Normal operating temperature and altitudes:
* -5°C o +45°C, up to 8000 feet (1800m)
* -5°C to +40°C, up to 10,000 feet (3000m)
® -5°C to +35°C, up to 13,000 feet (4000m)
Short-term” excaptional conditions:
* -5°C to +55°C, up fo 6000 feet {1800m)
® .5°C to +50°C, up to 10,000 feet {3000m)
® -5°C to +45°C, up to 13,000 feet (4000m)
* .5°C to +45°C, at sea level with single fan failure
“Not more than following in one-year period: 96 consecutive hours, or 360 hours total, or 15

ocCurrences.
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Relative humidity 10% to 95%, noncondensing

Acoustic noise With AC or DC power supply (with 24 PoE+ ports loaded):

Measured per ISO 7779 and declared per1SO  * LpA: 43dB typical, 45dB maximum

9206 * LwA: §.28 typical, 5,58 maximum

Bystander positions operating to an ambient ical’ Noi iaai i i

temparature of 25°C Typu.cal. Noise 'en'.nssuon @r a typical configuration
Maxrmum: Statistical maximum to account for variation in production

Storage environment Temperature: -40°C to 70°C
Altitude: 15,000 ft

Vibration Operating: 0.41Grms from 3 to 500Hz with spectral break points of 0.0005 G2/Hz at 10Hz and
200Hz SdB/octave roll off at each end.
Nonoperating: 1.12Grms from 3 to S00Hz with spectral break points of 0.0085 G2/Hz at 10Hz
and 100Hz SdB/foctave roll off at each end.

Shock Operating: 30G, 2ms half sine

Nonoperating: 556, 10ms trapezoid

Connectors for Cisco Catalyst 3850 Series

Table 12 shows the supported connectors.

Table 12. Connectors

Connectors and cabling * 1000BASE-T parts: RJ-45 connectors, 4-pair Cat-5E UTP cabling
® Multigig-T ports: RJ-45 connectars, 4-pair Cat-5E, Cat-6, CatéA UTP cabling
* 1000BASE-T SFP-based ports: RJ45 connectors, 4-pair Cat-SE UTP cabling

* 100BASE-FX, 1000BASE-SX, -LX/LH, -ZX, -BX10, DWDM and CWDM SFP transceivers: LC fiber conneclors
(single-mode or multimode fiber)

* 10GBASE-SR, LR, LRM, ER, ZR, DWDM SFP+ transceivers: LC fiber connectors (single-mode or
multimode fiber)

* CX1 cable assemblies: SFP+ connector
* Cisco StackWise-480 stacking ports: copper-based Cisco StackWise cabling
* Cisco StackPower: Cisco proprietary power stacking cables
+ Ethernet management port: RJ-45 connectors, 4-pair Cat-5 UTP cabling
* Management console port: RJ-45-tc-DBS cable for PC connections
Power connectors ¢ Customers can provide power to a switch by using either the internal power or StackPower from another
member in the power stack. The connectors are located at the back of the switch,

¢ Internal power supply connector: The intemal power supply is an autoranging unit. The internal power supply
supports input voltages between 100 and 240VAC. Lise the supplied AC power cord to connect the AC power
connector to an AC power outlet,

For the latest Cisco transceiver module compatibility information, refer to C[
https://www. cisco.com/c/en/us/suppont/interfaces-modulesiransceiver-modules/products-device-support-tables-

list.html.

Management and standards support for Cisco Catalyst 3850 Series Switches
Table 13 shows management and standards support for the Cisco Catalyst 3850 Series.

Table 13. Management and standards support for the Cisco Catalyst 3850 Series

Description Specification

Management BRIDGE-MIB CISCO-SNMP-TARGET-EXT-MIB
CISCO-AUTH-FRAMEWORK-MIB CISCO-STACKMAKER-MIB
CISCO-BGP4-MIB, BGP4-MIB CISCO-MEMORY-POOL-MIB
GISCO-BRIDGE-EXT-MIEB CISCO-STP-EXTENSIONS-MIB
CISCO-BULK-FILE-MIB CISCO-SYSLOG-MIB
CISCO-CABLE-DIAG-MIB CISCO-TCP-MIB
CISCO-CALLHOME-MIB CISCO-UDLDP-MIB
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Description

Specification

CISCO-CEF-MIB
CIECC-CIRCUIT-INTERFACE-MIB
CISCO-ENTITY-VENDORTYPE-OID-MIB
CISCO-CONTEXT-MAPPING-MIB
CISCO-DEVICE-LOCATION-MIB
CISCO-DHCP-SNOOPING-MIB
CISCO-EIGRP-MIB
CISCO-EMBEDDED-EVENT-MGR-MIB
GISCO-ENTITY-FRU-CONTROL-MIB
CISCO-ENTITY-SENSOR-MIB
ENTITY-MIB
CISCO-ERR-DISABLE-MIB
CISCO-CONFIG-COPY-MIB
CISCO-FLOW-MONITOR-MIB
CISCO-FTP-CLIENT-MIB
CISCO-HSRP-EXT-MIB
CISCO-HSRP-MIB
CISCO-IETF-ISIS-MIB
CISCQO-IF-EXTENSION-MIB
CISCO-IGMP-FILTER-MIB
CISCO-CONFIG-MAN-MIB
CISCO-IP-CER-METRICS-MIB
CISCO-IPMROUTE-MIB
CISCO-IP-STAT-MIB
CISCO-IP-URPF-MIB
CISCO-L2L3-INTERFACE-CONFIG-MIB
CISCO-LAG-MIB
CISCO-LICENSE-MGMT-MIB
CISCO-MAC-AUTH-BYPASS-MIB
CISCO-MAC-NOTIFICATION-MIB
CISCO-MDI-METRICS-MIB
CISCO-FLASH-MIB
CISCO-OSPF-MIB
CISCO-0OSPF-TRAP-MIB
CISCO-PAE-MIB

CISCO-PAGP-MIB

CISCO-PIM-MIB

CISCO-PING-MIB
CISCO-PORT-QOS-MIB
CISCO-PORT-SECURITY-MIB
CISCO-PORT-STORM-CONTROL-MIB
CISCO-POWER-ETHERNET-EXT-MIB
CISCO-PRIVATE-VLAN-MIB
CISCO-PROCESS-MIB
CISCO-PRODUCTS-MIB
CISCO-RF-MIB
CISCO-RTP-METRICS-MIB
CISCO-RTTMON-MIB
CISCO-SMART-INSTALL-MIB
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CISCC-VLAN-IFTASLE-RELATIONSHIP-MIB
CISCO-VLAN-MEMBERSHIP-MIB
CISCO-VTP-MIB

EtherLike-MIE

HC-RMON-MIB

IEEEB021-PAE-MIB

{EEEB023-LAG-MIB

IF-MIB

IGMP-MIB

IGMP-STD-MIB

IPFORWARD-MIB

IP-MIB

IPMROUTE-STD-MIB
LLDP-EXT-MED-MIB

LLDP-MIB

NOTIFICATION-LOG-MIB
OLD-CISCO-MEMORY-MIB
CISCO-CDP-MIB
POWER-ETHERNET-MIB

RMON2-MIB

RMON-MIB

SNMP-COMMUNITY-MIB
SNMP-FRAMEWORK-MIB
SNMP-MFPD-MIB
SNMP-NOTIFICATION-MIB
SNMP-PROXY-MIB

SNMP-TARGET-MIB

SNMP-USM-MIB

SNMPv2-MIB
SNMP-VIEW-BASED-ACM-MIB

TCP-MIB

UDP-MIB

CISCO-IMAGE-MIB
CISCO-STACKWISE-MIB
AIRESPMACE-WIRELESS-MIB
CISCO-LWAPP-IDS-MIB
CISCO-LWAPP-AP-MIB
CISCO-LWAPP-CCX-RM-MIB (L
CISCO-LWAPP-CLIENT-ROAMING-MIB
CISCO-LWAPP-DOT11-CCX-CLIENT-DIAG-MIB
CISCO-LWAPP-DOT11-CCX-CLIENT-MIB
ﬁIISBCO-LWAPP-DOT‘! 1-CLIENT-CCX-REPORTS-

CISCO-LWAPP-DOT11-CLIENT-MIB
CISCO-LWAPP-DOT11-MIB
CISCO-LWAPP-DOWNLOAD-MIB
GISCO-LWAPP-LINKTEST-MIB
CISCO-LWAPP-MFP-MIB
CISCO-LWAPP-MOBILITY-EXT-MIB
CISCO-LWAPP-QOS-MIB
CISCO-LWAPP-REAP-MIB
CISCO-LWAPP-ROGUE-MIB
CISCO-LWAPP-RRM-MIB
CISCO-LWAPP-SI-MIB
CISCO-LWAPP-TSM-MIB
CISCO-LWAPP-WLAN-MIB
CISCO-LWAPP-WLAN-SECURITY-MIB
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Power supply specifications

Table 14 lists the power specifications for the Cisco Catalyst 3850 Series based on the kind of power supply used.

Specification

-
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Table 14.  Power specifications for Cisco Catalyst 3850 Series
Description " Specification
' . PWRCI-100WAC  PWR-CTFISWAC - PWRICI.380WAG-  PWRCI440WDC
Power supply ratad maximum 1100W 7T15W 50w 440W

Total output BTU (Note: 1000 BTU/hr
= 203W)

Input-voltage range and frequency

Input current

Output ratings
Qutput holdup time

Powaer-supply input receptacles

Power cord rating
Physical specifications

Operating temperature
Storage temperature

Relative humidity operating and
nonoperating noncondensing

Altitude
MTBF

3793 BTU/Mr, 1100W 2465 BTU/hr, T15W

115-240VAC, 100-240VAC,
50-80 Hz 50-80 Hz

12-6A 10-5A

-56V at 19.64A -66V at 12.8A,

10 ms minimum at 16.7 ms minimum at
102.5VAC 100VAC

IEC 320-C16 IEC 320-C16
{IEC60320-C16) (IEC60320-C16)
13A 13A
(HxWxD):1.58 X (HxWxD): 1.58 X
325X 13.7in 3.25X12.20in
Weight: 3 Ib Weight: 2.8 Ib

(1.4 kg) {1.3kg)

23 to 113°F (-5 10 45°C)

-40 to 158°F (-40 to 70°C)

5 to 0% noncondensing

10,000 i, (3000 meters), up to 45°C

Calculated MTBF must be greater than 300,000 using Telcordia SR-332, Method 1, Case 3.

1207BTU/Nr, 350W

100-240VAC,
50-80 Hz

4-2A

-36V at 6.25A

16.7 ms minimum at
100VAC

IEC 320-C16
(IEC60320-C16)
10A

{(HxWxD): 1.58 X 3.25
X 12.200n

Weight: 2.6 Ib
(1.2 kg)

Demonstrated MTBF is 500,000 hr (with 0% confidence level).
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1517BTWhr, 440W

-36VDC to -72VDC

<8A at.72vDC
<16A at -36VDC

-56V at 7.66A
> 2ms at -48VDC

Terminal strip

20A at 100VDC

(HxWxD). 1.58 X 3.25
X12.20in
I |

Weight: 2.6 b
(1.2 kg}
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. |
Description } Specification

PWR-C1-M00WAC  PWR-C1-TISWAC  PWR-C1-350WAC PWR-C1-440WDC

EMI and EMC compliance FCC Part 15 (CFR 47) Class A
ICES-003 Class A
EN 55022 Class A
CISPR 22 Class A
AS/NZS 3548 Class A
BSMI Class A {AC input madels only)
VCCI Class A
EN 56024, EN300386, EN 50082-1, EN 61000-3-2, EN 61000-3-3
EN61000-4-2, ENE1000-4-3, ENG1000-4-4, ENG1000-4-5, EN61000-4-8, EN 61000-6-1

Safety compliance UL 80950-1, CANFCSA-C22.2 No. 60850-1, EN 60950-1, IEC 80850-1, CCC, CE Marking

LED indicators "AG OK™: Input power ta the power supply is OK
“PS OK": Qutput power from the power supply is QK

Power consumption of standalone Cisco Catalyst 3850 Series Switches

Table 15 shows power consumption of standalone Cisco Catalyst 3850 Series Switches based on Alliance for
Telecommunications Industry Solutions (ATIS) testing using IMIX distribution stream traffic, with input voltage of
115VAC at 60 Hz and no PoE loading. The values given are the maximum possible power consumption numbers
under the respective test scenarios.

Table 16. Power consumptions {in watts) of standalone Cisco Catalyst 3850 Series

Uplink module Power consumption {W) {no more than)
) 0% traffic  10%traffic  100%traffic TWEight; ave rage N

WS-C3850-128 C3850-NM-4-1G 85.84 85.89 86.75 88.0
WS-C3850-248 104.48 104.25 105,12 1044
WS-C3850-125 G3850-NM-2-10G B7.95 88.30 50.04 88.4
WS5-C3850-24S 108.24 106.58 109.75 108.9
WS5-C3850-24T C3850-NM-4-1G 83.47 82.86 83.76 83.04
WS5-C3850-24P 86.81 86.22 87.11 86.40
WS-C3850-24U 81.5 814 az.1 81.5
N [ == ' [
WS-Ca850-48P 125.35 124.15 126.15 124.43
W5-C3850-48F 130,10 128.91 129.85 120.18
WS-C3850-48U 114.8 114.7 1156 114.8
WS.C38560-24T C3850-NM-2-10G 81.97 81.83 84.97 B2.16
WS-.C3860-24P 85.22 85.04 88.32 85.39
WS-C3850-241 82.8 826 84.8 829
WS5-C3850-48T 117.56 116.74 120,40 17.23
WS5-C3850-48P 123.78 122.90 126,75 12342
WS-C3850-48F 129.89 129.06 132.36 125.18
WS-C3850-48U 116.8 116.9 119.9 117.2
WS-C385048T C3850-NM-4-10G 120.56 120.28 127.24 121.02
WS5-C3850-48P 129.59 129.64 135.96 130.27
WS-C3850-48F 137.57 137.08 143.77 137.81
WS-Cas50-48U 119.9 121.2 127.7 121.5
WS-C1850-12XS 108.0 109.5 1127 1087
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: Uplink medule Power consumption (W} {no more than)

: Otaffic  A0%uaffic  100%tafic Weighted average
WS-C3850-24XU 3850-NM-8-10G 229.7 231.2 248.1 2327
WS-C3850-12X48U 191.3 193.8 2081 194.8
WS-C3850-24XS 1836 185.3 205.5 187.2
WS-C3850-24XS C3850-NM-2-40G i59.2 1814 177.0 162.5
WS-C3850-48XS None 267.0 268.3 288.1 2701

Safety and compliance

Table 16.  Safety and compliance information for the Cisco Catalyst 3850 Series

Description Specification

Safoty certifications UL 60950-1 Second Edition
CAN/CSA-C22.2 No. B0950-1 Second Edition
EN 60950-1 Second Edition
IEC 60950-1 Second Edition
NCM {obtained by partners and distributors)

Electromagnetic 47CFR Part 15 (CFR 47) Class A (FCG Part 15 Class A}
emissions certifications 575 C1SPR22 Class A
CISPR22 Class A
EN55022 Class A
ICES003 Class A
VCCi Class A
ENB1000-3-2
EN&1000-3-3
KN22 Class A
KCC
CNS13438 Class A
ENS5024
CISPR24
KN24
Environmental Reduction of Hazardous Substances (ROHS) 5
Noise specifications Cffice Product Spec: 48dBA at 30°C {refer fo ISO 7779)

Telco CLE! code

Cisco enhanced limited lifetime hardware warranty (E-LL\W)
The Cisco Catalyst 3850 Series Switches come with an E-LLW that includes NBD delivery of replacement
hardware where available and 90 days of 8x5 Cisco TAC support.

Your formal warranty staternent, including the warranty applicable to Cisco software, appears in the Cisco
information packet that accompanies your Cisco product. We encourage you to review carefully the warranty
statement shipped with your specific product before use.

Cisco reserves the right to refund the purchase price as its exclusive warranty remedy.

For further information about warranty terms, visit hitps /fiwww. cisco.com/go/warranty. Table 17 provides
information about the E-LLW.
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Table 17.  E-LLW details

Device covered Applies to Cisco Catalyst 3850 Series Switches.
Warranty duration As long as the oviginal customer owns the product.
Eol. policy in the event of discontinuance of product manufacture, Cisco warranty support is limited to 5 years from the

announcement of discontinuance.

Hardware replacement  Cisco or its service center will use commercially reasonable efforts to ship a replacement for NBD delivery, whera
available. Otherwise, a replacement will be shipped within 10 working days afler receipt of the RMA request. Actual
delivery times might vary depending on customer location.

Effective date Hardware warranty commences from the date of shipment to customer (and in case of resale by a Cisco reseller, not
more than 90 days after originaf shipment by Gisco).

TAC support Cisco will provide during business hours, 8 hours per day, 5 days per week basic configuration, diagnosis, and
troubleshooting of device-level problems for up to a 90-day period from the date of shipment of the originally

purchased Cisco Catalyst 3850 product. This support does not include solution or network-level support beyond the
specific device under considersation,

Cisco.com access Warranty allows guest access only to Cisco.com.

Licensing for Cisco Catalyst 3850 Series Switches

The three feature sets available with all Cisco Catalyst 3850 Series Switches are:

+ LAN Base: Enterprise access Layer 2 switching features
» IP Base: Enterprise access Layer 3 switching features
» |P Services: Advanced enterprise Layer 3 switching (IPv4 and IPvB) features

The LAN Base feature set offers enhanced intelligent services that include comprehensive Layer 2 featuras, with
up to 2565 VLANs. The IP Base feature set provides entry-level enterprise services in addition to all LAN Base
features, with 1K VLANs. IP Base also includes the support for wireless controller functionality (mobility agent and
mobility controller role; additional access point license required for mobility controller role), routed access, smart
operations, FNF, and so on. The IP Services feature set provides full enterprise services that include advanced
Layer 3 features such as EIGRP, OSPF, BGP, PIM, and |Pv6 routing such as OSPFv3 and EIGRPvS. All software
feature sets support advanced security and MQC-based QoS.

The Cisco Catalyst 3850 Series Switches with LAN Base feature set can only stack with other Cisco Catalyst 3850
Series LAN Base switches. The same applies to IP Base and IP Services as well. A mixed stack of LAN Base
switch with IP Base or IP Services feature set is not supported.

The 12-port and 24-port SFP+- and SFP-based models as well as the 48-port SFP+ model can only be ordered
with IP Base or |P Services licenses. Therefore, in order to stack with LAN Base models, they need to be
configured in LAN Base mode from the CLI.

Customers can transparently upgrade the software feature set in the Cisco Catalyst 3850 Series Switches through
Cisco [0S Software CLI using the Right To Use (RTU)-based software upgrade process. Software activation
enables the Cisco 105 Software feature sets. Based on the license's type, Cisco 10S Software activates the
appropriate feature set. License types can be changed, or upgraded, to activate a different feature set.

/
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Access point license for Cisco Catalyst 3350 Series

An access point license is required for Cisco Catalyst 3850 Series Switches operating in mability controller mode.
No access peint license is required for 3850 operating in mobility agent mode. This functionality is included in the
IP Base feature set. Other devices that can act as mobility controller are the WLC 5760, WLC 5508, and WiSM2
wireless controllers. Access point licenses can be transferred only between two 3850 switches or between 3850

and 5760 controller and vice versa.

Software policy for Cisco Catalyst 3850 Series Switches

Customers with Cisco Catalyst LAN Base and [P Base software feature sets will be provided with maintenance
updates and bug fixes designed to maintain the compliance of the software with published specifications, release
notes, and industry standards compliance as long as the original end user continues to own or use the product or
up to one year from the end-of-sale date for this product, whichever occurs earlier. Customers with licenses for our
IP Services software images require a service support contract such as Cisco Smart Net Total Care”™ Service to
download updates. This policy supersedes any previous warranty or software statement and is subject to change
without notice.

Cisco ONE Software
Cisco ONE Software for Access Switching is available for the Cisco Catalyst 3850 Series Switches.

Cisco ONE Software is a new way for customers to purchase and use our infrastructure software. It offers a
simplified consumption model, centered on common customer scenarios in the data center, WANs, and LANs.

Cisco ONE Software and services provide customers with four primary benefits:

« Software suites that address typical customer use scenarios at an attractive price

« Investment protection of their software purchase through software services-enabled license portabifity
e Access to ongoing innovation and new technology with Cisco Software Support Service (SWSS)

» Flexible licensing models to smoothly distribute customer's software spend over time

For ordering information for Cisco ONE Software for the Gisco Gatalyst 3850 Series Switches, go to
hitps://www.cisco.com/c/en/us/products/software/one-access/switching-part-numbers html.

Cisco and partner services for next-generation Cisco Catalyst fixed switches

Enable the innovative, secure, intelligent edge in the Borderless Network Architecture using personalized services
from Cisco and our partners. Through a discovery process that begins with understanding your business
objectives, we help you integrate the next-generation Cisco Catalyst fixed switches into your architecture and
incorporate network services onto that platform. Sharing knowledge and leading practices, we support your
success every step of the way as you deploy, absorb, manage, and scale new technology.

Choose from a flexible suite of support services designed to meet your business needs and help you maintain
high-quality network performance while controlling operational costs. (See Table 18.)
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Table 18.  Technical services available for Cisco Catalyst 3850 Series Swilches

Technical services

® Around-the-clock, global access to the Cisco TAC
* Unrestricted access to the extensive Cisco.com knowledge base and tools
U & 24x7x4, and 24x7x2 advance hardware replacsment and onsite parts replacement and installation available
* Ongoing operating system software updates within the licensed feature set
® Proactive diagnostics and real-time alerts on Smart Call Home-enabled devices

Cisco Smart Foundation Service
* NBD advance hardware replacement as available
* Business hours access to SMB TAG (access levels vary by region)
* Access fo Cisco.com SMB knowledge base
® QOnline technical resources through Smart Foundation Portal
* QOperating system software bug fixes and patches

Cisco SP Base Service
¢ Around-the-clock, global access to the Cisco TAC
* Registered access to Cisco.com
* NBD, 8x5x4, 24x7x4, and 24x7x2 atvance hardware replacement; return to factory option available®
& Ongoing operating system software updates'
Cisco Focused Technical Support Services
® Three levels of premium, high-tolich services are avaitable:
= Cisco High-Touch Operations Management Service
o Cisco High-Touch Technical Support Service
= Cisco High-Touch Engineering Service
*® Valid Cisco Smart Net Total Care or SP Base contracts on all network equipment are required

Notes
' Cisco operating system updates include the following: maintenance releases, minor updates, and major updates within the
licensed feature set.

2 Advance hardware replacement is available in various service-level combinations. For example, 8x5xNBD indicates that
shipment will be initiated during the standard 8-hour business day, 5 days a week (the generally accepted business days within
the relevant region), with NED delivery. Where NBD is not available, same day ship is provided. Restrictions apply: for details,
review the appropriate service descriptions.

Ordering information

Table 19 lists ordering information for the Cisco Catalyst 3850 Series. To place an order, visit the Cisco Ordering
homepage at https://www.cisco.com/en/US/ordering/ori3/or8/order customer help how to_order _listing htm.

Table 18.  Cisco Calalyst 3850 Series ordering information

Product number ! Description
Cisco Catalyst 3850 Serles
WS-C3850-24T-L Stackable 24 10/100/1000 Ethemet ports, with 350WAC power supply

1 RU, LAN Base feature set (StackPower cables need to be purchased separately)
WS-C3850-48T-L Stackable 48 10/100/1000 Ethernet ports, with 350WAC power supply

1 RU, LAN Base feature set (StackPower cables need to be purchased separately)
WS5-C3850-24P-L Stackable 24 10/100/1000 Ethemet PoE+ ports, with 715WAC power supply

1 RU, LAN Base feature set (StackPower cables need to be purchased separately)
WS-C3850-24U-L Stackable 24 10/100/1000 Ethemet UPOE ports, with 1100WAC power supply

1 RU, LAN Base feature set (StackPower cables need to be purchased separately)
WS-C3850-48P-L Stackable 48 10/100/1000 Ethernet PoE+ ports, with 715WAC power supply

1 RU, LAN Base feature set {StackPower cables need to be purchased separately}
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Product number ! Description

WS-C3850-48F-L Stackable 48 10/100/1000 Ethemet PoE+ ports, with 1100WAC power supply
1 RU, LAN Base feature set (StackPower cables need to be purchased separately)
WS-C3850-48U-L Stackable 48 10/100/1000 Ethemnet UPOE ports, with 1100WAC power supply
1 RU, LAN Base feature set {StackPower cables need to be purchased separately)
WS-C3860-24T-S Stackable 24 10/100/1000 Ethemet ports, with 350WAC power supply
1 RU, IP Base feature set
WS.C3850-48T-S Stackable 48 10/100/1000 Ethernet ports, with 350WAC power supply
1 RU, IP Base fealure set
WS5-C3850-24P-S Stackable 24 10/100/1000 Ethernet PoE+ ports, with 715WAC power supply
1 RU, IP Base feature set
WS-C3850-24U-S Stackable 24 10/100/1000 Ethemet UPGE ports, with 1100WAC power supply
1 RU, IP Base feature set
WS-C3850-48P-S Stackable 48 10/100/1000 Ethernet PoE+ ports, with 715SWAC power supply
1 RU, IP Base feature set
WS-C3850-48F-S Stackable 48 10/100/1000 Ethemet PoE+ ports, with 1100WAC power supply
1 RU, IP Base feature set
WS-C3850-48U-8 Stackable 48 10/100/1000 Ethernet UPOE ports, with 1100WAC power supply
1 RU, IP Base feature set
WS-C3850-24T-E Stackabla 24 10/100/1000 Ethemet ports, with 350WAC power supply

1 RU, IP Senvices feature set

WS-C3850-24P-E Stackable 24 10/100/1000 Ethemet PoE+ ports, with 715WAC power supply
1 RU, IP Services feature set

WS-C3850-24U-E Stackable 24 10/100/1000 Ethernet UPOE ports, with 1100WAC power supply
1 RU, IP Services feature set

WS-C3850-48P-E Stackable 48 10/100/1000 Ethermet PoE+ ports, with 715WAC power supply
1RU, IP Servicas feature set

WS-C3850-48F-E Stackable 48 10/100/1000 Ethemet PoE+ ports, with 1100WAC power supply
1 RU, IP Services feature set

WS-C3860-48L-E Stackable 48 10/100/1000 Ethernet UPOE ports, with 1100WAC power supply

1RU, IP Services feature set

WS-C3860-12X48U-L  Stackable 48 10/100/1000 with 12 100Mbps/1/2.5/5/10 Gbps UPOE Ethernet ports, with 1100W AC power supply
1RU, LAM Base feature set

WS-C3850-12X48U-S Stackable 48 10/100/1000 with 12 +00Mbps/1/2.5/5/10 Gbps UPOE Ethernet ports, with 1100W AC power supply
1RV, IP Base feature set

WS-C3850-12X48U-E Stackable 48 10/100/1000 with 12 100Mbps/1/2.5/5/10 Gbps UPQE Ethernet ports, with 1100W AC power supply
1RU, IP Services feature set

WS-C3850-24XU-L Stackable 24 100Mbps/1/2.5/5/10 Gbps UPOE Ethemet ports, with 1100W AC power supply
1RU, LAN Base feature set

WS-C3860-24XU-S Stackable 24 100Mbps/1/2.5/5/10 Gbps UPCE Ethemet parts, with 1100W AC power supply
1RU, IP Base feature set

WS-C3850-24XU-E Stackable 24 100Mbps/1/2.5/5/10 Gbps UPOE Ethernet ports, with 1100W AC power supply
1RU, IP Senvices feature set
WS-C3850-128-S Stackable 12 SFP Ethernet ports, with 350WAC power supply
1 RU, IP Base feature set

’ WS-C3850-128-E Stackable 12 SFP Ethemet ports, with 350\WAC power supply
1RU, IP Services feature set
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WS-C3850-245-5 Stackable 24 SFP Ethemet ports, with 250WAC power supply
1 RU, IP Base feature set
WS-C1850-245-F Stackable 24 SFP Ethemet ports, with 350WAC power supply

1 RU, IP Sarvices feature set

WS-C3850-12XS-5 Stackable 12 SFP+ Ethemet ports, with 350WAC power supply
1 RU, IP Base feature set

WS-C3850-12XS-E Stackable 12 SFP+ Ethemet ports, with 350WAC power supply
1 RU, IP Services feature set

WS-C3850-24XS-S Stackable 24 SFP+ Ethernet ports, with 715WAC power supply
1RU, IP Base feature set

WS-C3850-24X8-E Stackable 24 SFP+ Ethernet ports, with 715WAC power supply
1 RU, IP Senvices feature set

WS-C3850-48XS-5 Standalone, 48 SFP+ and 4 QSFP+ Ethernet ports, with 750WAC front-to-back power supply
1 RU, IP Base feature set

WS-C3850-48XS-E Standalone, 48 SFP+ and 4 QSFP+ Ethernet ports, with 750WAC front-to-back power supply
1RU, IP Services feature set

WS-C3850-48XSF-S Standalone, 48 SFP+ and 4 QSFP+ Etheret ports, with 750WAC back-to-front power supply
1 RU, IF Base feature set

WS-C3860-48XS-F-E  Standalone, 48 SFP+ and 4 QSFP+ Ethernet ports, with 750WAC back-to-front power supply
1 RU, IP Senvices feature sat

Cisco Catalyst 3850 bundles

WS5-C3850-24PW-S Cisco Catalyst 3850 24-port PoE IP Base with 5 access point license

WS-C3850-48PW-5 Cisco Catalyst 3850 48-port PoE IP Base with 5 access point license

WS-C3850-24UW-S Gisco Catalyst 3850 24 Port UPOE with 5 access point licenses IP Base

WS-C1350-48W-5 Cisco Catalyst 3850 48 Port PoE with 5 access point licenses IP Base

WS-C3850-48UW-S Cisco Catalyst 3850 48 Port UPOE with 5 access point licenses |P Base

WS-C3860-2aXUW-S Cisco Catalyst 3850 24 Port UPOE with 24 100Mbps/1/2.5/5/10 Gbps and 5 access point licensas IP Base
WS-C3860-12X48UW-8  Cisco Catalyst 3850 48 Port UPOE with 12 100Mbps/1/2.5/5/10 Gbps and 5 access point licenses [P Base

WS-C3850-16XS-5 Cisco Catalyst 3850 12 SFP+ port stackable model, with C3850-NM-4-10G module and 350WAC power supply. 1 RU,
|IP Base feature set

WS-C3850-16XS-E Cisco Catalyst 3850 12 SFP+ port stackable model, with C3850-NM-4-10G module and 350WAG power supply. 1 RU,
IP Services feature set

WS-C3850-32X5-8 Cisco Catalyst 3850 24 SFP+ port stackable model, with C3850-NM-8-10G module and 715WAGC pawer supply. 1 RU,
IP Base feature set

W5-C3850-32XS-E Cisco Catalyst 3850 24 SFP+ port stackable model, with G3850-NM-8-10G module and 715WAC power supply. 1 RU,

IP Services feature set
Network modules for the Cisco Catalyst 3850 Serles
C3850-NM-4-1G= 4 x Gigabit Ethernet network module spare
C3850-NM-2-10G= 4 x Gigabit Ethernet/2 x 10 Gigabit Ethernet network module spare
C3850-NM-BLANK= Network module blank spare
C3850-NM-8-10G= 8 x Gigabit Ethernet/8 x 10 Gigabit Ethernet network module spare
C3850-NM-2-40G= 2 x 40 Gigabit Ethernet network module spare
Software licenses
£3850-12-S-E Cisco Catalyst 3850 12-port IP Base to IP Services RTU paper license
C3850-24-L-5 Cisco Catalyst 3850 24-port Switch LAN Base {o IP Base RTL paper license
C3850-43-L-5 Cisco Catalyst 3850 48-port Switch LAN Base to IP Base RTU paper license
C3850-24-L-E Cisco Catalyst 3850 24-port LAN Base to IP Senvices RTU paper license
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C3850-48-L-E Cisco Catalyst 3850 48-port LAN Base to [P Services RTU paper license
C3860-24-8-E Clsco Catalyst 3850 24-port IP Base to IP Services RTU paper license
C3850-48-S-E Cisco Catalyst 3850 48-port |P Base to IP Services RTU paper license
L-C3850-24-L.5 Cisco Catalyst 3850 24-port LAN Base to iP Base RTU electronic license
L-C3850-48-L-5 Cisco Catalyst 3850 48-port LAN Base to IP Base RTU electronic license
L-C3850-24-L-E Cisco Calalyst 3850 24-port LAN Base to IP Senvices RTU electronic license
L-C3850-48-L-E Cisco Gatalyst 3850 48-port LAN Base to IP Services RTU electronic license
L-C3850-24-5-E Cisco Catalyst 3850 24-port IP Base to IP Services RTU electronic license
L-C3850-48-8-E Cisco Catalyst 3850 48-port IP Base to IP Services RTU electronic license
L-C3850-12-S-E Cisco Catalyst 3850 12-ponl [P Base to IP Services RTU electronic license

Accass point licenses
L-LIC.CT3850-UPG Primary upgrade license SKU for Cisco 3850 wireless controller (e-delivery)

L-LIC-CTIOS-1A 1 access point adder license for Cisco 10S Software based wireless controller (e-delivery)
LIC-CT3850-UPG Primary upgrade license SKU for Cisco 3850 wireless controller {paper license)

LIC-CTIOS-1A 1 access point adder license for the Cisco 10S Software based wireless controller (paper license)
Power supplles and fan for the Cisco Catalyst 3850 Serles o
PWR-C1-350WAC= 350WAC power supply spare

PWR-C1.-T15WAC= T15WAC power supply spare

PWR-C1-1100WAC= 1100WAC power supply spare

PWR-C1-440WDC= 440WDC power supply spare

PWR-C1-BLANK= Power supply blank spare

PWR-C3-780WAC-R=  750WAC power supply spare front-to-back aiflow for 48XS
PWR-C3-7T50WAC-F=  750WAC power supply spare back-to-front aifflow for 48XS
PWR-C2-750WDC-R=  750WDC power supply spare front-to-back siflow for 48XS
PWR-C3-750WDC-F=  750WDC power supply spare back-to-front airfiow for 48XS

FAN-T3-R= Fan module spare front-to-back airflow for 48X5
FAN-T3-F= Fan module spare back-to-front airflow for 48XS
C3850-FAN-Tt= Cisco Catalyst 3850 and WLC 5760 Type 1 Fan Module

StackWise-480 and StackPower cables for the Cisco Catalyst 3850 Series

STACK-T1-50CM= Cisco StackWise-480 50cm stacking cable spare
STACK-T1-1M= Cisco StackWise-480 1m stacking cable spare
STACK-T1-3M= Cisco StackWise-480 3m stacking cable spare
CAB-SPWR-30CM= Cisco Catalyst 3850 StackPower cable 30cm spare
CAB-SPWR-150CM= Gisco Catalyst 3850 StackPower cable 150cm spare
Spare power cords for the Cisco Catalyst 3850 Serles
CAB-TA-NA= AC power cord for Cisco Catalyst 3850 (North America)
CAB-TA-AP= AC power cord for Cisco Catalyst 3850 (Australia)
CAB-TA-AR= AC power cord for Cisco Catalyst 3850 (Argentina)

CAB-TA-SW= AC power cord for Cisco Catalyst 3850 (Switzerland)

CAB-TA-UK= AC power cord for Cisco Catalyst 3850 (United Kingdom)

CAB-TA-JP= AC power cord for Cisco Catalyst 3850 {Japan)

CAB-TA-250VAC-JP=  Japan 250VAC power cord for Cisco Catalyst 3850 (Japan)

CAB-TA-EU= AC power cord for Cisco Catalyst 3850 (Europe)

CAB-TA{T= AC power cord for Cisco Catalyst 3850 (l{aly}
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CAB-TA-IN= AC power cord for Cisco Catalyst 3850 (India)

CAB-TA-CN= AC power cord for Cisco Catalyst 3850 (China)

CAB-TA-DN= AC power cord for Cisco Catalyst 3850 (Denmark)

CAB-TA-IS= AC power cord for Cisco Calalyst 3850 (Israel)

CAB-ACBZ-12A= AC power cord for Cisco Catalyst 3850 (Brazil), 1241125V BR-3-20 plug upto 12A
CAB-ACBZ-10A= AC power cord for Cisco Catalyst 3850 (Brazil), 10A/250V BR-3-10 plug up fo 10A
CAB-C15-CBN Cabinet jumper power cord, 250 VAC 134, C14-C15 connectors

Spare accessory and rack-mount kits for the Cisco Catalyst 3850 Serles

C3850-ACC-KIT= Accessory kit for Cisco Catalyst 3850 Series

C3850-RAC-KIT= Rack mount kit for Cisco Catalyst 3850 Series

C3850-4PT-KIT= Extension rails and brackets for four-point mounting for Cisco Catalyst 3850 Series

Optics compatibility information

The Cisco Catalyst 3850 Series supports a wide range of optics. Because the list of supported optics is updated on
a regular basis, consult the tables available here for the iatest QSFP+, SFP+, and SFP compatibility information:
https./iwww.cisco.com/en/US/products/hwimodules/ps5455/products_device support tables_ist. html.
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